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Agenda

Alntroduction
WhyTitanMist? Human aspect of the security industry
Alntroduction and review of known formats
Introduction to dynamic analysis and unpacking
Solving dynamic analysis problems
Alntroduction to TitanMist
Defining the needed infrastructure
Extending the code base & collaboration
Building a unique knowledge base about formats
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ﬂl Why TitanMist  ? Human Aspect of Security
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A Security still boils down to an individual

Malware Analysis
Reverse Engineering
Penetration Testing

A Do we have necessary skills?

Do we have tools to be successful?

A Tools generally fall into two categories:

Either very expensive
Or are free/open source and poorly supported

A Fortunately there are some notable exceptions

OllyDBG
Metasploit



]EEL Why TitanMist ? Working Together

A Anti-Malware Research Collaboration
For Researchers, Investigators and Companies
Number of parties is grown rapidly
Information data sets are growing
Samples collections are expanding rapidly

A Collaboration Problems
How to compare collections or data sets?
What is a malware family? Naming & behavior conventions
What packing/protection formats are used?
Are samples original, unpacked or replicated?
What identification standard is used?
What unpacking standard is used?
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ﬂl Why TitanMist  ? Unified Unpacking Solution
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etter Reversing Tools are Needed ©, @
Tools need to be integrated o
2

E.qg.,PelD OllyScripts TrID ’

A Integrated Functionality

Format identification, analysis, unpacking

A Alternatives to Commercial Solutions

Using AV Products to Unpack
Using Sandboxes (Norma@WSandboxetc.)

Open, free and vendor independent solutions

IEEE Malware Workgroup

PeterFerrie Microsoft
Format Identification Library for Vendor Collaboration

Will be integrated intdl itanMist
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]EEL Why TitanMist ? Bottom Line

A TitanMist Reversing Goals
Faster analysis for different use cases
Malware, Cracked Software, Vulnerable Applications
Removal of obfuscation
Better data for heuristic systems
Accessibility: open and free

A TitanMistCommunity Goals
Malware analysis is no longer for AV Labs only
While there is a space for specialized and expensive toolsets
General public needs open and free alternatives
General public needs well supported projects

A Community will grow around
A unified tool (multiple author, but rather one distribution)
Information repository (multiple authors, one website)
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TitanMist|Introduction
A4 EOAIT keEfeatDeO
Tool for format identification

Tool for format specific unpacking

Format info stored in a public knowledge base
Easily extendable & community supported
Always up to date

- ':Iﬁ




AEVERSING | & sqaneerns &
'ABS



TitanMist|Database

A TitanMist Database
Links signatures with format specifunpackers

<mistdb version="0.1">
<entry
I Al AO8&
urlh O 8 6
OAOOET T BO8O
AAOAOEDOET T PO8O
POET OEOUBOXDO
AOGOET OBO8O I
<unpackerOUD A BO8 6 | Akmpackeki ABA DO
<signature start="ep” OAOOE O 8 th@xxkardO 8 6 |
PATTERN
</signature>
</entry>
</mistdb>
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TitanMist|ldentification

A TitanMistidentification
Signatures can be simple or complex
Signatures are stored into XML database
Signatures are grouped by formats into entries
Detection is defined by the entry or the signature
Entries can be linked with multiplenpackers
Entries are linked to online knowledge base
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§ Identification|Pattern start

Packed PE file layout
h File start

Entry point

Overlay

File layout
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Identification|Pattern start

A TitanMistidentification signatures start:
ep z Match the pattern from the PE entry point
overlay - Match the pattern from the PE overlay
begin z Match the pattern from the file start
all z Scan the entire file for the pattern

A Seek or match can be defined for any search
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Identification|Simple patterns

A SimpleTitanMistidentification patterns
Simple patterns are equal tBEiDpatterns
Enable pattern matching by following rules:

?7?Z Wild card byte (any byte matches it)

?xz Bit masking for the high bits

X?Z Bit masking for the low bits
ExampleUPXpattern:

60 BE 8D BE 5783 CD FF EB 10
90 90 90 90 90 90 8A 06 46 88 07 47 01 DB 75 07
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Identification|Problem #1

A Arbitrary number of bytes of the same type

/*408160*/ PUSHAD

/*408161*/ MOV ESI,00406000
[*408166*/ LEA EDI,DWORD PTR DS:[ESI+FFFFBO00OQ]
/*40816C*/ PUSH EDI

[*40816D*/ OR EBP,FFFFFFFF
/*408170*/ JMP SHORT 00408182
[*408172*/

[*408173*/

[*408174*/

[*408175*/

[*408176*/

[*408177*/

[*408178*/ MOV AL,BYTE PTR DS:[ESI]
[*40817A*/ INC ESI

[*40817B*/ MOV BYTE PTR DS:[EDI],AL

UPX
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Identification|Complex patterns

A ComplexTitanMistidentification patterns
Enable pattern matching by following rule:
Oc j 60 AZMaBhOI@ Gelected byte multiple times
Solution to the variable bytes problem

Solves variable byte number problem
Solves long signatures due to repetition

ExampleUPXpattern:

60 BE ?7? ?? ?? ?? 8D BE ?? ?? ?? ?? 57 83 CD FF EB ??
8A 06 46 88 07 47 01 DB 75 07
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