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Agenda

ÁBig and scary numbers

Á Introduction to the binary mess out there (the problem)
Ğ Packers and compressions everywhere we look

Á Introduction to the arsenal of file analysis tools
Ğ Identification, validation and unpacking

Á Introduction to the binary layering (the solution)
Ğ Better identification, validation and unpacking



Big numbers!

ÁEverything has grown (so have we)

ĞHard drives & Memory

ĞOperating Systems

ĞEthernet Bandwidth

ĞDigital Camera Resolution

ĞNumber of Photos on My Laptop

ĞNumber of Apps on my iPhone

ĞNumber of People Trying to Attack Me



-ÏÏÒÅƦÓ ,Á× Ƶ60% Growth

Source: Wikipedia



.ÉÅÌÓÅÎƦÓ ,Á× Ƶ50% Growth

Source: JakobNielsen



Some big and scary numbers

ÁStill exponential growth in:

ĞAmount of new malicious samples

ĞAmount of good software

ĞAmount of automatic updaters

ĞAmount of security updates

ĞGrowth of signatures

ĞMemory footprint of AV solutions

ĞNetwork usage of AV solutions

ĞAV installer size



AV Solution Size:55% Growth
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7ÅƦÒÅ ÇÏÏÄƞ

ÁiTunes track hardware and new media 
development

Á55% year of year growth is in line with 
bandwidth and hardware growth

ÁMore bandwidth, more attacks, more 
hardware to handle it

ÁWe are in the realm of acceptable



Or are We?

ÁInstaller figures do not include everything

ÁBase definitions in 2010

Ğ-Ã!ÆÅÅȭÓ ÁÒÅ άΫ-"

Ğ+ÁÓÐÅÒÓËÙȭÓare 100MB

ĞEtc.

ÁThis is extra download

ÁThis implies extra performance impact



Extra Bandwidth Usage



So what are we doing?

ÁAre we beating the curve?

ÁOr are we pushing the envelope to stay just 
below the tolerance level?

ÁAre notebook security offerings a tell tale 
sign that we are failing?

ÁWhy does a security solution costs as much as 
Operating System it is trying to protect?



Lessons from Microsoft
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