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FILE ANALYSIS AND UNPACKING:
THE AGE OF 40M NEW SAMPLES PER YEAR




Agenda

A Big and scary numbers
A Introduction to the binary mess out there (the problem)

Packers and compressions everywhere we look
A Introduction to the arsenal of file analysis tools
|dentification, validation and unpacking

A Introduction to the binary layering (the solution)
Better identification, validation and unpacking

CARO20N0 ks

RS

—
A 1|




jﬂLBig numbers!

A Everything has grown (so have we)
Hard drives & Memory
Operating Systems
Ethernet Bandwidth
Digital Camera Resolution
Number of Photos on My Laptop
Number of Apps on myPhone
Number of People Trying to Attack Me
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Transistor count
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,Jljh Some big and scary numbers

A Still exponential growth in:
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Amount of new malicious samples
Amount of good software

Amount of automatic updaters
Amount of security updates
Growth of signhatures

Memory footprint of AV solutions
Network usage of AV solutions

AV installer size
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@ AV Solution Size:55% Growth
120

MFE VirusScan in Ml
—Norton AV in MB
KAV Size in MB
AVG Free in ME
Adobe Reader in ME
—iTunes in MB
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A iTunes track hardware and new media
development

A 55% year of year growth is in line with
bandwidth and hardware growth

A More bandwidth, more attacks, more
hardware to handle it

A We are in the realm of acceptable
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? Or are We?

A Installer figures do not include everything
A Base definitions in 2010
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Etc.
A This is extra download

A This implies extra performance impact
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Extra Bandwidth Usage

-
P& Network Monitor

Kaspersky®™
Internet Security 2010

Connections and ports | Firewall: rule processing log | Network traffic | Blocked computers

Application Incoming traffic W Cuabgaing kraffic
=l Date: A long time ago 36.9 GB 10.6 GB

Fa Kaspersky Internet Security 15,3 GE 2.9GE
@ Firefox 13.4 GB 2.9GB
& Thunderbird 1.6 GB 178.5 MB
% SFTP, FTP and SiCP client 1.6 GE 675.7 ME
B raP Tray 1.5 GE 1605 R
1) Skype 1.3 GB
E zenetic Host Process for Wind. .. 447.6 ME 1.9 ME
[ operepr.exe 434.7 ME E56.5 ME
r‘*‘p Apple Software Update 4z7.1 ME 391.7 KB
@ 93H, Telnet and Rlogin client 3343 ME 25.1 ME
@ Inkernet Explorer 159.3 MB 15.3 MB
.. Adobe Updater 9.4 ME 10,6 KB
™ Google Chrome 73,1 ME 2.5 ME
| £ JavalTH) Platform SE binary 62,6 ME 2.7 MB
| £ JarvalTH) Platform SE binary S51.4ME 4.6 MB
E Bonjour Service 30.0ME 14,7 ME
l— Fiddler 24.5 MB 626.2 KB
&) System 23,7 ME Z1.6 ME
Teambiewer 223 MB 266.6 KB

50 Platform Builder Installer Boot... 20.9 MB 1.4 KB
C D renle Talk 12 2 MR £ 5 MR




h So what are we doing?
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A Are we beating the curve?

A Or are we pushing the envelope to stay just
below the tolerance level?

A Are notebook security offerings a tell tale
sign that we are failing?

A Why does a security solution costs as much a
Operating System it is trying to protect?
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| essons from Microsoft

Operating System Install Footprint in GB
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