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CryptoWall RaaS GandCrab RevilAttacks on hospitals 
started Maze

Spray & pray they pay attacks©
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rule crime_win_cryptowall :
{
meta:
version = "1"
description = "Cryptowall malware"

strings:
$mz = {4d 5a}
$a1 = "Vocal AppWizard-Generated Applications"
$a2 = "DDrawDoc"
$a3 = "CDrawViez"
$a4 = "C:\\Users\\M\\Desktop\\vc\\draw_XP\\Release\\draw.pdb"

condition:
($mz at 0) and (1 of ($a*))

}



Tools:

• STRINGS CLI
• PEStudio CLI
• VT
• IDA /R2
• Jupyter Notebook

• And when lazy:  YaraGen



Visual inspection

Ransom Family in 
2019
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2020



Yara rule writing 

import "pe"

rule crime_ransom_Netwalker
{

meta:

description = "Rule to track Netwalker ransomware family"
author = "@ChristiaanBeek"
version: "1.0"
reference = "internal"
date = "2020-06-08"
malware_type: "ransomware"
mitre_att: "T1068, T1055, T1089"
actor_type: "Cybercrime"
actor: "Unknown"
sha256 = "0991a0ee5f503640a2d7bed032cf176e69ed6adfc798a339dd59d583e2e3f3a7"

strings:

$code1 = { 6A ?? 8B ?? ?? 83 ?? ?? 5? 8B ?? ?? 5? E8 ?? ?? ?? ?? 83 ?? ?? 85 ?? 0F 85 }
$code2 = { 8B ?? ?? 8A ?? 88 ?? ?? 8B ?? ?? 83 ?? ?? 89 ?? ?? 0F B6 ?? ?? 85 ?? 75 }
$code3 = { 8B ?? ?? 8B ?? ?? 5? E8 ?? ?? ?? ?? 83 ?? ?? 89 ?? ?? 83 ?? ?? ?? 0F 84 }
$code4 = { 0F B6 ?? ?? C1 ?? ?? 81 E? ?? ?? ?? ?? 8B ?? ?? 03 ?? ?? 88 ?? E9 }
$code5 = { 8B ?? ?? 5? E8 ?? ?? ?? ?? 83 ?? ?? 89 ?? ?? 83 ?? ?? ?? 0F 84 }

condition:
uint16(0) == 0x5a4d and any of ($code*)

}



Yara rule writing import "pe"

/* Private rule(s) used at the end in public rule(s)

private rule PE_check {
condition:
uint16(0) == 0x5A4D and
uint32(uint32(0x3C)) == 0x00004550
}

Private rule payload1 {
strings:
$code1 = { 6A ?? 8B ?? ?? 83 ?? ?? 5? 8B ?? ?? 5? E8 ?? ?? ?? ?? 83 ?? ?? 85 ?? 0F 85 }
$code2 = { 8B ?? ?? 8A ?? 88 ?? ?? 8B ?? ?? 83 ?? ?? 89 ?? ?? 0F B6 ?? ?? 85 ?? 75 }
Condition:
$code1 or $code2
}

Private rule payload2 {
strings:
$code3 = { 8B ?? ?? 8B ?? ?? 5? E8 ?? ?? ?? ?? 83 ?? ?? 89 ?? ?? 83 ?? ?? ?? 0F 84 
Condition: 
$code3
}

rule crime_ransom_Netwalker
{

meta:

description = "Rule to track Netwalker ransomware family"
author = "@ChristiaanBeek"
version: "1.0"
reference = "internal"
date = "2020-06-08"
malware_type: "ransomware"
mitre_att: "T1068, T1055, T1089"
actor_type: ""
actor: "Unknown"Cybercrime

condition:
PE_Check and payload1 or payload2

}
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Ransomware sample 1 Ransomware sample 2 Ransomware sample 3 Ransomware sample 4 Ransomware sample 5 Ransomware sample 6 Ransomware sample 7
ControlService CreateProcessA AdjustTokenPrivileges CryptAcquireContextA ControlService BackupEventLogA CreateFileMappingW
DuplicateTokenEx CreateProcessAsUserW CreateRemoteThread CryptCreateHash CreateProcessAsUserW DeleteTimerQueueTimer CreateProcessW
FindClose CreateProcessW CreateToolhelp32Snapshot CryptDecrypt CreateProcessW FindFirstChangeNotificationW CreateToolhelp32Snapshot
FindFirstFileW CryptAcquireContextW CryptAcquireContextA CryptDeriveKey CryptAcquireContextW FindNextVolumeMountPointA CryptAcquireContextW
FindFirstVolumeA CryptBinaryToStringA CryptGenRandom CryptDestroyKey CryptBinaryToStringA GetConsoleAliasesLengthA CryptBinaryToStringA
FindNextFileW CryptDecodeObjectEx CryptReleaseContext CryptEncrypt CryptDecodeObjectEx GetCurrentProcessId CryptBinaryToStringW
FindNextVolumeA CryptDestroyKey DeleteFileW CryptHashData CryptDestroyKey GetCurrentThreadId CryptDecrypt
FindVolumeClose CryptEncrypt FindClose CryptImportKey CryptEncrypt GetEnvironmentStringsW CryptDestroyKey
GetNativeSystemInfo CryptGenRandom FindFirstFileExA CryptReleaseContext CryptGenRandom GetFirmwareEnvironmentVariableA CryptEncrypt
GetVolumeInformationA CryptImportPublicKeyInfo FindNextFileA FindClose CryptImportPublicKeyInfo GetModuleFileNameA CryptExportKey
GetVolumeInformationW CryptReleaseContext GetCurrentProcessId FindFirstFileW CryptReleaseContext GetModuleFileNameW CryptGenKey
GetVolumePathNamesForVolumeNameA CryptStringToBinaryW GetCurrentThread FindNextFileW CryptStringToBinaryW OpenFileMappingW CryptGenRandom
MoveFileExW DeviceIoControl GetCurrentThreadId GetCurrentProcessId DeviceIoControl RaiseException CryptImportKey
OpenProcessToken FindClose GetEnvironmentStringsW GetCurrentThreadId DuplicateTokenEx RegDeleteValueW CryptReleaseContext
SetFileAttributesW FindFirstFileExA GetModuleFileNameA GetEnvironmentStringsW FindClose RegRestoreKeyW CryptStringToBinaryA
SetTokenInformation FindNextFileA GetModuleFileNameW GetModuleFileNameA FindFirstFileW SetLastError DeviceIoControl
SetVolumeMountPointA FreeLibraryAndExitThread GetModuleHandleExW GetModuleFileNameW FindFirstVolumeA TerminateProcess DsRoleFreeMemory
SHGetSpecialFolderPathW GetCurrentProcessId LookupAccountSidW HeapSetInformation FindNextFileW WriteConsoleOutputW DsRoleGetPrimaryDomainInformation
UnlockFile GetCurrentThreadId LookupPrivilegeValueW MoveFileW FindNextVolumeA EncryptionDisable
WTSGetActiveConsoleSessionId GetEnvironmentStringsW OpenProcess PathFindExtensionW FindVolumeClose EnumChildWindows

GetModuleFileNameA OpenProcessToken PathIsDirectoryW GetNativeSystemInfo EqualDomainSid
GetModuleHandleExW OpenThreadToken RaiseException GetVolumeInformationA FindClose
LockFile Process32FirstW SetLastError GetVolumeInformationW FindFirstFileW
MoveFileExW Process32NextW ShellExecuteW GetVolumePathNamesForVolumeNameA FindNextFileW
PathFindExtensionW RaiseException TerminateProcess LockFile GetCurrentProcessId
RaiseException ReadConsoleW MoveFileExW GetForegroundWindow
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Combining it all



Combining it all

Private Rules
Header/File-type
MITRE Technique

Unique ID parts

Section with API calls and typical strings with 
values

Condition: Private and conditions around values 
and scoring

Import Modules



rule Ransom_Hunter {
meta:
title = "Hunting for ransomware samples"
author = "Christiaan Beek @ChristiaanBeek"

strings:
$s11 = "GetLastError" fullword // weight 3.54
$s12 = "Sleep" fullword // weight 3.53
$s13 = "EnterCriticalSection" fullword // weight 3.45
$s14 = "SetFilePointer" fullword // weight 3.26
$s15 = "GetCurrentThreadId" fullword // weight 3.18
$s16 = "LeaveCriticalSection" fullword // weight 3.07
$s17 = "DeleteCriticalSection" fullword // weight 3.03
$s18 = "MultiByteToWideChar" fullword // weight 2.99
$s19 = "TlsGetValue" fullword // weight 2.96
$s20 = "WideCharToMultiByte" fullword // weight 2.86
$s21 = "UnhandledExceptionFilter" fullword // weight 2.83
$s22= "TerminateProcess" fullword // weight 2.79
………

condition:

Private AND (( #s11 * 3.54) + (#$s12 * 3.53) + (#$s13 * 3.45)…… > certain value.
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