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ithub.com/advanced-threat-research

McAfee Advanced Threat Research
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Yara-Rules

People

Repository of YARA rules made by McAfee ATR Team
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Projects

Grow your team on GitHub

GitHub is home to over 50 million developers working together. Join them to grow your own
development teams, manage permissions, and collaborate on projects.

Type: All »

Updated 22 days ago

Repository containing I0Cs, CSV and MISP JSON from our blogs
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Updated on 3 Apr

Language: All ~

Dismiss

Top languages

@® Python @ HTML @ YARA

People

This organization has no public
members. You must be a member to see
who's a part of this organization.

=) RANSOM_Sodinokibi.yar Update RANSOM_Sodinokibi.yar

=) RANSOM_acroware.yar Update RANSOM_acroware.yar

=) RANSOM_amba.yar Update RANSOM_amba.yar

=) RANSOM_coronavirus.yar Update RANSOM_coronavirus.yar

=) RANSOM_cuba.yar Create RANSOM_cuba.yar

=) RANSOM_jeff_dev.yar Update and rename RANSOM_jeff_dev to RANSOM_jeff_dev.yar
=) RANSOM_locdoor.yar Update RANSOM_|ocdoor.yar

=) RANSOM_netwalker.yar Update RANSOM_netwalkeryar

=) RANSOM_ragnarlocker.yar Create RANSOM_ragnarlockeryar

=) RANSOM_shrug2.yar Update RANSOM_shrug2.yar

=) RANSOM_termite.yar Update and rename RANSOM_termite to RANSOM_termite.yar
=) RANSOM_wannaren.yar Create RANSOM_wannaren.yar

) Ransom_Maze.yar Added Maze yara-rule
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Unique Ransomware families
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rule crime_win_cryptowall :
{
meta:
version = "1"
description = "Cryptowall malware"”

strings:
Smz = {4d 5a}
Sal = "Vocal AppWizard-Generated Applications”
Sa2 = "DDrawDoc"
Sa3 = "CDrawViez"
Sa4 = "C:\\Users\\M\\Desktop\\vc\\draw XP\\Release\\draw.pdb"

condition:
(Smz at 0) and (1 of (Sa*))

f
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Tools:

 STRINGS CLI
 PEStudio CLI

e VT

* |IDA /R2

* Jupyter Notebook

* And when lazy: YaraGen
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Yara rule writing

import "pe"

rule crime_ransom_Netwalker

{

meta:

description = "Rule to track Netwalker ransomware family"

author = "@ChristiaanBeek"

version: "1.0"

reference = "internal"

date = "2020-06-08"

malware_type: "ransomware"

mitre_att: "T1068, T1055, T1089"

actor_type: "Cybercrime"

actor: "Unknown"

sha256 = "0991a0ee5f503640a2d7bed032cf176e69ed6adfc798a339dd59d583e2e3f3a7"
strings:

Scodel ={6A ?? 8B ????283????5?8B????5?E8????????837??7??85??0F85}
Scode2 ={8B ?? ?? 8A ?? 88?7 ??8B????837????897????0FB6????857??75]}
Scode3 ={8B???? 8B ????5?E8?? ??????837??°?7897????83??????0F84}
Scoded = {0F B6?? ?? C1?? ?? 81 E? ???? ???? 8B ????03????887??E9}
Scode5={8B???? 5?7 E8????????837??7??7897??7??7837??????0F84}

condition:
uint16(0) == 0x5a4d and any of (Scode*)



Yara rule writing _

/* Private rule(s) used at the end in public rule(s)

ort "pe"

private rule PE_check {

condition:

uint16(0) == Ox5A4D and
uint32(uint32(0x3C)) == 0x00004550

}

Private rule payload1 {

strings:

Scodel ={6A??8B????83?2???5?8B????52E8????????83????85??0F85}
Scode2 ={8B????8A??88????8B????83????89????0FB6????85??75}
Condition:

Scodel or Scode?

}

Private rule payload?2 {

strings:

Scode3 ={8B????8B????5?E8????2???283????897????83??7????0F84
Condition:

Scode3

}

rule crime_ransom_Netwalker

{

meta:

description = "Rule to track Netwalker ransomware family"
author = "@ChristiaanBeek"

version: "1.0"

reference = "internal"

date = "2020-06-08"

malware_type: "ransomware"

mitre_att: "T1068, T1055, T1089"

actor_type: ""

actor: "Unknown"Cybercrime

condition:
PE_Check and payload1 or payload2



Ransomware Building blocks




Ransomware Building blocks
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Ransom Ransom Ransom Ransom Ransom Ransom Ransom
Family A Family B Family C Family D Family E Family F Family G

CryptAcquireContextA

FindClose

FindFirstFileW CryptAcquireContextW CryptAcquireContextA CryptAcquireContextW
CryptGenRandom
FindNextFileW

GetCurrentProcessld
GetCurrentThreadld
GetEnvironmentStringsW
GetModuleFileNameA
GetModuleFileNameW

FindClose
CryptGenRandom FindFirstFileExA CryptGenRandom
FindNextFileA FindClose
GetCurrentProcessld FindFirstFileW
I oI extFilew
GetCurrentThreadld GetCurrentProcessld
FindClose GetEnvironmentStringsW GetCurrentThreadld
FindFirstFileExA GetModuleFileNameA GetEnvironmentStringsW FEindClose
FindNextFileA GetModuleFileNameW GetModuleFileNameA FindFirstFileW
_ GetModuleFileNameW _TerminateProcess
GetCurrentProcessld FindNextFileW
GetCurrentThreadld MoveFileW
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MoveFileExW
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MoveFileExW
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Combining it all
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Combining it all

L1 McAfee




rule Ransom_Hunter {
meta:
title = "Hunting for ransomware samples”
author = "Christiaan Beek @ChristiaanBeek"

strings:
Ss11 = "GetlastError" fullword // weight 3.54

Ss12 ="Sleep" fullword // weight 3.53

Ss13 = "EnterCriticalSection" fullword // weight 3.45
Ss14 = "SetFilePointer" fullword // weight 3.26

Ss15 = "GetCurrentThreadld" fullword // weight 3.18
Ss16 = "LeaveCriticalSection" fullword // weight 3.07
Ss17 = "DeleteCriticalSection" fullword // weight 3.03
Ss18 = "MultiByteToWideChar" fullword // weight 2.99
Ss19 = "TlsGetValue" fullword // weight 2.96

Ss20 = "WideCharToMultiByte" fullword // weight 2.86
Ss21 = "UnhandledExceptionFilter" fullword // weight 2.83
Ss22="TerminateProcess" fullword // weight 2.79

condition:

Private AND (( #s11 * 3.54) + (#Ss12 * 3.53) + (#5s13 * 3.45)...... > certain value.
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